3apeructpmnpoBaHo B MuHiocte Poccum 31 mas 2013 r. N 28608

®EAEPA/IbHAA CNYKBA NO TEXHUYECKOMY U 3KCNOPTHOMY KOHTPO/JIIO

NPUKA3
ot 11 ¢espansa 2013 r. N 17

OB YTBEPXAEHUU TPEGOBAHUIA
O 3ALMUTE MUHOGOPMALIUU, HE COCTABAAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COAEPXALLENCA B FTOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CACTEMAX

(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

B cooTtBeTcTBUM C YacTbio 5 cTaTb 16 PepepanbHOro 3akoHa ot 27 mona 2006 r. N 149-d3 "06
nHbopmaunmM, MHPOPMALMOHHbLIX  TEXHoMorMsaX WU o  3awuTe  WHbopmaumn"  (CobpaHue
3aKoHogaTenbcTBa Poccuitckoit deaepauymm, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT.
2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 MonoxkeHnem o GenepanbHOM cnyKbe No TEXHUYECKOMY U
3KCNOPTHOMY KOHTPO/IO, YTBEPXKAEHHbIM YKasom [Mpe3ngeHTa Poccuiickot ®egepaumnm ot 16 aBrycra
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTsa Poccuiickot Pepepaumm, 2004, N 34, ct. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), npuKasbiBalo:

1. YtBepautb npunaraemble TpeboBaHus o 3awmTe WHGOPMALUKM, HE COCTaBAAIOLLEN
rocyAapCTBEHHYIO TalHY, COAEPKaLLencsa B rocyAapCTBEHHbIX MHGOPMALIMOHHbIX CUCTEMAX.

2. YCTaHOBMUTb, YTO YKa3aHHble B NMyHKTe 1 HacToAwero npukasa TpeboBaHWsA NpUMeHAOTCA ANA
3alWNUTbI MHPOPMALMU B FOCYAaPCTBEHHbIX MHPOPMALMOHHbIX cucTemax ¢ 1 ceHTAbpA 2013 r.

Oupektop
depepanbHOit CNyKObl NO TEXHUYECKOMY
M 3KCNOPTHOMY KOHTPOJIHO B.CE/IMH



YTBEpKAeHbI
npnkaszom OCTIK Poccmmn
ot 11 ¢eBpana 2013 r. N 17

TPEBOBAHUA
O 3ALMUTE MUHOGOPMALIUU, HE COCTABNAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COAEPXALLENCA B FTOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CACTEMAX

I. O6bwume nonoxeHns

1. Hactosawme TpeboBaHMA pa3paboTaHbl B cOOTBETCTBMM ¢ PesepasibHbIM 3aKOHOM OT 27 miona
2006 r. N 149-9®3 "06 wuHbopmaunu, MHGOPMALMOHHBLIX TEXHONIOTUAX U O 3awmTe MHbopmaumn"
(CobpaHue 3akoHopgaTtenbcTtBa Poccuitckoit ®epgepaumn, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196;
2011, N 15, ct. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328), a TaK}Ke C y4eTOM HaLMOHANbHbIX CTaHAAPTOB
Poccuiickoit ®epepaunn B 061acTn 3awmTbl MHGOPMaLMK U B 061aCTU CO34aHNA aBTOMATU3MPOBAHHbIX
cuctem (Janee - HauMOHa/lbHbIE CTaHAAPTbI).

2. B [OKymeHTe ycTaHaBAMBatoTcA TpeboBaHMA K obecneyeHuto 3awmtbl  MHOpmaLmm
OrPaHMYEHHOro AOCTYMa, He CoAepXKaLLEel CBeAEHMSA, COCTaBASIOWME TOCYAAaPCTBEHHYIO TallHy (fanee -
MHPOPMaAUMA), OT YTEYKM NO TEXHUYECKMM KaHanaM, HeCaHKUMOHMPOBAHHOMO AOCTYMa, CneLmanbHbIX
BO34ENCTBMI Ha TaKyto MHPopmaumio (HocuTenn nHbopmaLmm) B Lensx ee f06bIBaHUA, YHUUTOKEHUS,
UCKaXKeHMA uAn BNOKMPOBAHWA [0CTYyNa K Hel (ganee - 3awmta mMHOpmauum) npu obpaboTke
YyKa3aHHOM MHPOPMaLMKM B roCyAapcTBEHHbIX MHOOPMALMOHHbIX CUCTEMAX.

Hactoawpe TpeboBaHMA MOryT MPUMEHATbCA AAA 3alMTbl 06WenocTynHOW MHopmaLmu,
cofepxKalenca B rocyapcTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, ANA LOCTUMKEHUA LEeNel, yKa3aHHbIX B
nyHKTax 1 n 3 yactu 1 ctatbym 16 GeaepanbHoro 3akoHa ot 27 nona 2006 r. N 149-93 "06 nHbopmaumu,
MHGOPMALMNOHHbBIX TEXHONOTUAX U O 3awmTe MHPopmaummn".

B pOoKymeHTe He paccmaTtpuBatoTcs TpeboBaHMAa o 3awmTe MHOOPMaLMKM, CBA3AHHblIE C
npUMeHeHMem  KpunTorpaduyeckmx  MeToaoB  3awutbl  MHOOpMauMm UM WNPPOBANbHBIX
(KpunTOrpaduuecknx) cpeacTs 3aLmTbl UHGOPMaLUN.

3. Hacrtoawme TpeboBaHuAa saBnatoTcA o0bA3aTeNbHbIMM NpU  06paboTke WHPOPMauun B
rocyapCcTBEHHbIX MHPOPMALMOHHBIX cuctemax, OGYHKLMOHMPYHOWUX Ha Tepputopun Poccuinckoin
depepaunn, a TakKe B MYHUUMNANBbHbIX MHPOPMALMOHHBIX CUCTEMAX, €CIN UHOE He YCTAaHOB/IEHO
3aKoHoAaTenbCcTBOM Poccuiickoin Deanepaum o MECTHOM CaMoynpaBAEHUMN.

Hactoswue TpeboBaHWs He PacnpOCTPAHAIOTCA HA rocyapcTBeHHblE MHGOPMALMOHHbIE CUCTEMDI
AamunHuctpaumm MNpesnaeHTta Poccuiickoit Pegepaunm, Coseta besonacHoctu Poccuinckomn ®epepaumn,
depepanbHoro CobpaHus Poccuiickon ®epepaumn, [MpasuTensctBa Poccuitickoli deaepauuuy,
KoHctutyumnmoHHoro Cyaa Poccuinckon @depgepaumm, BepxosHoro Cyaa Poccuiickort Pepepaumum u
depepanbHoi cnyKbbl 6esonacHocTM Poccuitckoit Pegepaumu.

4. Hactoawme TpeboBaHMA npeaHasHayeHbl Ana obnagateneit MHGOPMaLMM, 3aKA3UMKOB,
3aKNHOYMBLLUMNX FTOCYAAPCTBEHHbIM KOHTPAKT Ha cOo34aHune rocyAapcTBeHHON MHPOPMALMOHHON cUCTeEMbI
(manee - 3aKa34yMKM) M ONEPATOPOB rOCYAaPCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM (Zanee - onepaTopbl).

Nnuo, obpabaTtbiBatowee MHOOPMALMIO, ABAAIOLLYIOCA TOCYAAPCTBEHHbIM MHOOPMALMOHHBIM
pecypcom, no nopyyeHuto obnagatens wuHbopmauuu (3akasumka) wam  onepatopa M (Man)
NpPeLoCTaBAsIOWEE MM BblYMCAUTE/IbHBIE pPecypcbl (MowHOCTM) gns obpaboTku mHPopmaumm Ha
OCHOBAHMM 3aKNIOYEHHOrO A0roBopa (manee - yno/sIHOMOYEHHOe nuMuo), obecrneymBaeT 3alMUTy
MHbOPMaLMKM B COOTBETCTBMM C 3aKoHOZATenbcTBomM Poccuiickoli depgepaunmn o6 umHbopmaLmuy,
MHPOPMALMOHHDIX TEXHOJIOTUAX U O 3alumTe MHbopMaummK. B gorosope o/KHA bbITb NpeaycmMoTpeHa
0053aHHOCTb  YMNO/JIHOMOYEHHOrO AMUA  obecneumBaTbh  3awuTy  MHPOpMauMu, ABAAKOLLENCA
rocyapcTBeHHbIM MHPOPMALIMOHHBIM PECYPCOM, B COOTBETCTBUM C HacToALWMMM TpeboBaHUAMM.

5. Mpu 06paboTKe B rocyaapcTBeHHONW MHGOPMALMOHHOW cucteme MHGOPMaLIMKM, CoAep Kallei
NnepcoHanbHble AaHHble, HacToAwMe TpebOBaHUA MPUMEHAIOTCA Hapady C TPeboBaHMAMM K 3awuTe
NePCOHANbHbIX AaHHbIX MPU UX 06paboTKe B MHOOPMALMOHHBIX CMCTEMAX NEPCOHANbHbLIX AAHHbIX,
YTBEPKAEHHbIX NocTaHoBAeHWeMm lMpaBuTtenbctBa Poccuiickoit Pegepaumm ot 1 HoAbpsa 2012 r. N 1119
(CobpaHue 3akoHoaaTenbcTBa Poccuiickolt ®eaepaumm, 2012, N 45, cT. 6257).



6. Mo pelweHnto obnagatena nHbopmaumnmn (3akasunka) Mam onepartopa Hacrosauwme TpebosaHuA
MOTYT  MNPUMEHATbCA A8 3aWuTbl  UMHbOPMALUKM, CcoAep’KalllelicA B HerocyJapCTBEHHbIX
MHGOPMALMOHHbBIX CUCTEMAX.

7. 3awmTa nHGOpMaUMK, cogepKallenca B rocyaapcTBeHHOM MHPOPMaLMOHHOM cucteme (aanee -
MHGOPMAUMOHHAsA cucTema), obecneymBaeTcs MyTem BbINOJHEHMA obnagatenem WHbOpPMaUUK
(3akazumnkom) u (unun) onepatopom TpeboBaHMIA K OpraHM3aLUmM 3alUUTbl MHPOPMaLMK, coaepsKalleinca
B MHOOPMALMOHHON cucteme, U TpeboBaHWI K mepam 3aWuTbl MHPOPMaLUKM, coaepKalleinca B
MHGOPMALMOHHOWM CUCTEME.

Il. Tpe6oBaHMA K opraHu3auum 3awmuTbl UHPopmauum,
copepaueiica B uHGopmauMOHHOM cucteme

8. B MHPOpMaLMOHHOM cucTEME 0OBEKTAMM 3alLNUTbI ABAAIOTCA MHPOPMaLMA, codeprKallanca B
MHPOPMALMOHHON CUCTEME, TEXHUYECKME CPeaCTBa (B TOM unc/ie CPeacTBa BblYMCUTENbHON TEXHUKM,
MaLUMHHble HOCUTENN MHPOPMALMU, CPEACTBA U CUCTEMbI CBA3M M Nepefadn AaHHbIX, TEXHUYECKMEe
cpeactBa 06paboTkm  ByKBeHHO-UMPPOBOW, rpaduyeckon, BUAEO- U pedyeBon WHOpMaLUn),
obuwecnctemHoe, MNpuUKNagHoe, crneuuasbHoe nporpammHoe obecneyeHne, WHPOPMALMOHHbIE
TEXHO/IOTUK, @ TaK¥Ke CPeacTBa 3aLUTbl HOPMaLUW.

9. Ons obecnedyeHua 3awmTbl MHGOPMaLUKM, codepKallenca B MHPOPMALMOHHOM CUCTEME,
onepaTopomM HasHayaeTcA CTPYKTypHoe noapasdefieHue UAM  [AOJIKHOCTHoe /nuo  (paboTHMK),
OTBETCTBEHHbIE 33 3aLUNTY UHOOPMALUMN.

10. Ans npoBegeHua paboT no 3awute MHPOPMALMM B XOAE CO34aHMA WM 3SKCNayaTauuu
MHPOPMaLMOHHON cucTeMbl obnagatenem nHGopMaLmm (3aKkasuMKom) M ONepaTopomM B COOTBETCTBUM C
3aKoHoaaTenbctBOM Poccuiickon ®Pepepaumm npu HeobXo4MMOCTM MNPUBIEKAOTCA OpraHusaumm,
UMerwme NNLEH3NIO Ha AeATE/IbHOCTb N0 TEXHUYECKOW 3alumTe KOHPUAeHuManbHOM nHbopmaummn B
cooTBeTcTBUM ¢ PenepanbHbim 3aKoHOM OT 4 masa 2011 r. N 99-d3 "O NnUEH3NPOBaHUM OTAE/bHbIX
BMAoB aesatenbHocTn" (CobpaHue 3akoHoaaTenbcTBa Poccuiickon degepauum, 2011, N 19, cr. 2716; N
30, cT. 4590; N 43, cT. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Ons obecneuyeHna 3awuTbl MHbOPMALUK, coaepiKalencs B MHPOPMALMOHHON cucTeme,
NPMMEHAIOTCA CpeacTBa  3awmMTbl MHPOpMAUMKM, npowenline OLEHKY COOTBETCTBMA B ¢dopme
obAsaTenbHOM cepTUdUKaLMM Ha cooTBeTcTBME TpeboBaHMAM Mo 6esonacHocTM UWHbOpmauuM B
COOTBETCTBUM €O cTaTben 5 PeaepanbHOro 3akoHa ot 27 aekabpsa 2002 r. N 184-d3 "O TexHUYeCKOM
perynnposaHumn" (CobpaHue 3akoHoaaTenbcTBa Poccuitickoit deapepaumm, 2002, N 52, ct. 5140; 2007, N
19, cT1. 2293; N 49, cT1. 6070; 2008, N 30, ct. 3616; 2009, N 29, cT. 3626; N 48, c1. 5711; 2010, N 1, cT. 6;
2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3awuTa nHPopmauumn, cogeprawenca 8 MHOGOPMaALMOHHON CUCTEME, ABNAETCA COCTABHOM
YyacTblo pPaboT No Co34aHUI0 U 3KchyaTauum MHGOPMALMOHHOW cUcTeMbl U obecneynBaeTcs Ha Bcex
cTaguax (sTanax) ee co3gaHuWs, B Xo4e 3KCM/yaTauuuM M BbiBOAA M3 3KCMyaTauUM NyTemM MNPUHATUS
OPraHU3aLUMOHHbIX N TEXHUYECKMX Mep 3aluTbl MHPOPMaLMK, Hanpas/eHHbIX Ha 6710KMpoBaHME
(HelTpanusaumio) yrpos 6esonacHocTU MHPOpPMaLUN B MHOOPMALMOHHON CUCTEME, B PaMKax CUCTEMbI
(noacuctembl) 3awWmTbl MHPOpPMaLUMU  UMHPOPMALMOHHOM CUCTeMbl (Oanee - cuctema 3almThI
nHbopmauum MHGOPMaLNOHHOM CUCTEMBI).

OpraHun3auMoHHbIe U TEXHUYECKME MEPbI 33Tl MHGOPMaLIMK, peasinlyemMble B paMKaxX CUCTEMbI
3aWnTbl MHPOPMALMM MHPOPMALMOHHOM CUCTEMBI, B 3aBUCUMOCTN OT MHGOPMaLIMK, COAEP KaLLENCA B
MHPOPMALMOHHOM cucTeMe, Lenen co3gaHma MHPOPMALMOHHOM CUCTEMbBI M 3a4ad, PellaemMblX 3TOM
MHOOPMALMOHHOM CUCTEMOM, AONKHbI BbITb HanNpaBAEHbl HA UCK/TIOUYEHUE:

HenpaBOMEpPHbIX AO0CTYNa, KONMPOBaHMA, NPeaoCcTaBAEHUA UAN PacnpPOCTPaHeHna MHPopmaumm
(obecneyeHune KoHOUAEHUMANbHOCTU MHDOPMaALMK);

HEeMnpPaBOMEpPHbIX  YHUUTOXEHUs uaM  moauduumpoBaHma  uHbopmauum  (obecnevyeHue
LEeNOCTHOCTM UHPOoPMaLUN);

HenpaBoMepHoro 61oKMpoBaHUa MHPopmaumm (obecneyeHme AOCTYNHOCTU MHbOPMaLMK).

13. Ons obecneyeHua 3awmuTbl MHbOPMALUK, copepXKalencs B MHPOPMALMOHHON cucTeme,
NPOBOAATCA CAeayoLLMe MePONPUATUA:



dopmupoBaHue TpeboBaHM K 3awwmTe MHPOpmauMK, coaeprKaliencs B MHOOPMALMOHHOWN
cucteme;

pa3paboTka cucTtembl 3aWMTbl UHGOPMALNM MHPOPMALMOHHOM CUCTEMBI;

BHeApeHMe CUCTEeMbI 3aLLNTbI MHPOoPMALUM MHPOPMALMOHHOM CUCTEMDI;

atrectauma WMHPOPMALMOHHOW CUCTEMbl MO TpeboBaHMAM 3awmTbl MHPopmaunn (panee -
atrectauma MHPOPMaLIMOHHOM CUCTEMbI) M BBOA, €€ B AeNCTBUE;

obecneyeHune 3alWUTbl MHPOPMALMM B XOAE 3SKCNayaTaumm aTTecToBaHHOW WMHOOPMaALMOHHOMN
CUCTEMDI;

obecneyeHne 3awmTbl MHPOpMaLMM MNPU  BbIBOAE M3 3IKCNAyaTaUUM  aTTeCTOBAHHOWN
MHPOPMALNOHHOMN CUCTEMbBI UM NOCNE NPUHATUA peLleHna 06 OKOHYaHUK 06paboTKM MHPOopPMaLMK.

PopmupoesaHue mpebosaHuli K 3auyume UHgopmayuu, codepxcauielica
8 UHGopmayuoHHoli cucmeme

14. ®opmuposaHune TpeboBaHMI K 3awmte nHPopmaumm, copeprawenca B MHGOPMALMOHHOM
cucteme, ocyllectsaseTcs obnagatenem MHbopmauum (3akasumkom).

dopmnpoBaHMe TpebOBaHUM K 3awwmTe WMHPOPMALMKM, copeprawenca B WHPOPMALNOHHON
cucteme, ocyulectsnserca ¢ ydyetom TOCT P 51583 "3awuta uHPopmaumn. MopagoKk cosgaHus
aBTOMATU3MPOBAHHbLIX CUCTEM B 3aLUULWEHHOM MCnonHeHWWU. Obwue nonoxernua" (aanee - TOCT P
51583) u FOCT P 51624 "3awmTta MHbOpMaumu. ABTOMATU3MPOBAHHbIE CUCTEMbI B 3alLULLEHHOM
ncnonHeHnun. Obuwue TpebosaHuns" (nanee - TOCT P 51624) 1 B TOM YMC/ie BKAOYAET:

NPUHATUE  pPELIeHMs O  HeobXxoguMMOCTM  3awmTbl  MHPOpMaLMK, coaepxKalleica B
MHGOPMALNOHHOM CUCTEME;

KNnaccupuKaumio MHPOPMALLMOHHOM CUCTEMbI MO TpeboBaHWAM 3awmTbl MHPoOpmaunn (ganee -
Knaccudukaumsa HGOPMaLMOHHOM CUCTEMDI);

onpegeneHne yrpos 6esonacHoct WHGOPMALUM, peanns3aums KOTOPbIX MOXKET MNPUMBECTU K
HapyLlweHUto 6e3onacHoCcTM MHpopmaumm B MHPOPMALMOHHON cucTeme, U pa3paboTKy HAa MX OCHOBE
Moaenm yrpo3s 6esonacHocTy MHpopmaumm;

onpeaeneHune TpeboBaHUM K cucTeme 3alLmTbl UHGOPMALUKN MHPOPMALLMOHHOM CUCTEMDI.

14.1. MpU NPUHATMM peLlleHMa O HeobXxoAMMOCTM 3alWuTbl MHPOPMaLUKM, coAep)Kalleihca B
MHGOPMALNOHHOW CUCTEME, OCYLLECTBNALTCA:

aHanu3 uenem co3gaHna MHGOPMALMOHHOM CUCTEMbI M 33434, peLlaemblX 3TON MHGOPMALIMOHHOM
CUCTEMOW;

onpezeneHne nHpopmaumm, nognexalwen obpaboTke B MHGOPMALIMOHHOM CUCTEME;

aHaNM3 HOPMATMBHbLIX MPABOBbIX aKTOB, METOAMYECKMX [OKYMEHTOB W  HaALMOHAJbHbIX
CTaHZapPTOB, KOTOPbIM AOJI)KHA COOTBETCTBOBATb MHOOPMALMOHHAA CUCTEMA;

NPUHATME  peleHMAa O HeobXoAMMOCTM  CO34aHMA  CUCTEMbI  3aWmTbl  MHopmaumm
MHOOPMALMOHHOM CUCTEMBI, @ TaKKe onpeaeneHne ueneim M 33gad  3aWnTbl MHPOpmauMn B
MHOOPMALMOHHOM  CUCTEME, OCHOBHbIX 3TafNoOB CO34aHUA  CUCTEMbl  3alWMTbl  MHPOPMALUK
MHOOPMALMOHHOM cUCTEMBI U PYHKUMI Mo obecneyeHUio 3alimTbl MHPOPMaLMK, codepiKallenca B
MHPOPMaAUMOHHON cucteme, obnagatens mHoopmaumm (3aKasumka), onepaTopa M YNoJHOMOYEHHbIX
.

14.2. Knaccndmkauma MHPOPMaLMOHHON CUCTEMbI NPOBOAMUTCA B 3aBUCMMOCTM OT 3HAYMMOCTU
obpabaTtbiBaemoit B Hel MHbOpmauuM M macwTtaba MHPOPMaALMOHHON cucTembl (peaepanbHbIN,
pervoHasnbHbIl, 06 EKTOBBIN).

YCTaHaBAMBAKOTCA TPU Kaacca 3aMLLEHHOCTM MHOPOPMALMOHHOM CUCTEMBI, Onpegenatome
YPOBHM 3aLLMLLIEHHOCTU cogeprKallenca B Hel MHbopmaummn. Camblii HU3KMIA Knacc - TPEeTUi, cambli
BbICOKMI - NepBblii. Knacc 3awmieHHoCcT MHGOPMALMOHHOM CUCTEMBI ONpPeaenaeTca B COOTBETCTBUMN C
npunoxeHnem N 1 K Hactoawmm TpeboBaHMAM.

Knacc 3awmiieHHocT onpegensetca Ana WUHOOPMAUMOHHOW CUCTEMbI B LEAOM W, Npwu
Heobxo4MMOCTM, A1 ee OTAEeNbHbIX CerMeHTOB (COCTaBHbIX u4acTel). TpeboBaHMe K Knaccy
3aLUMLLLEHHOCTUN BK/IIOYAETCA B TEXHMYECKOE 33JaHNe Ha co3gaHne MHOOPMALMOHHOM cucTeEMbI U (1K)
TEXHMYECKOEe 3aJaHue (4acTHOoe TexHMYecKoe 3afaHWe) Ha co3gaHue CUCTeMbl 3alMTbl MHPopMaLUn
MHGOPMALMOHHOM CUCTEMBI, pa3pabaTtbiBaemble ¢ ydeTom FOCT 34.602 "NHbopMaLIMOHHAA TEXHONOTUS.



Komnnekc cTaHAapToB Ha aBTOMATU3MPOBaHHble cUcTeMbl. TexHMYecKoe 3agaHuWe Ha co3gaHue
aBTOMaTM3MpoBaHHOM cuctembl" (ganee - TOCT 34.602), FOCT P 51583 1 TOCT P 51624.

Knacc 3awuiueHHOCTM MHOOPMALMOHHON CUCTEMbI MOANEKUT NEPECMOTPY NpU U3MEHEeHUU
macwTtaba MHGOPMALMOHHOM CUCTEMBI UM 3HAYMMOCTN 0bpabaTbiBaemol B Heil HGOPMaLUU.

Pe3ynbTaTtbl KnaccupuKkaumm MHPOPMaLUMOHHOM cucTeMbl 0GOPMAAIOTCA aKTOM KnaccupuKaLmu.

14.3. Yrposbl 6e3onacHOCTU MHPOPMALLMM ONPESENAOTCA MO pe3yabTaTam OLEHKWN BO3MOXKHOCTEN
(noTeHuMana) BHEWHUX W  BHYTPEHHWX HapywuTeneil, aHaAM3a BO3MOMHbIX YA3BUMMOCTEN
MHPOPMALMOHHON CUCTEMBI, BO3MOXKHbIX CNOCOO0B peanunsaumm yrpos 6e3onacHocT MHGopMaumn u
nocneacTBMii  OT  HapyweHuA CcBOMCTB  6e3onacHocTM  MHOOpMauun  (KOHPUAEHUMANBHOCTMH,
LLeNIOCTHOCTH, AI0CTYNHOCTH).

B KauecTBe WMCXOAHbIX M[aHHbIX ANA  onpedeneHns yrpos 6esonacHocT  mHdopmaumm
ncnonbayetcs 6aHK AaHHbIX yrpo3 6esonacHocTM WMHbopmaumm (bdu.fstec.ru), BegeHue KoToporo
ocyuwecteaseTtca PCTIK Poccum B COOTBETCTBUM C NoAnyHKTOM 21 nyHKTa 8 MNonoxkeHus o degepanbHoi
cny»Kb6e No TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIIO, yTBEPKAEHHOrO YKasom MpesnaeHTa Poccuiickol
depepaunn ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickon deagepaumm, 2004,
N 34, ct. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, cT. 818; 2013, N 26,
cT. 3314; N 53, ct. 7137; 2014, N 36, c1. 4833; N 44, c1. 6041; 2015, N 4, c1. 641; 2016, N 1, cT. 211)
(manee - 6aHK AaHHbIX yrpo3 6e3onacHoctn MHpopmauum GCTIK Poccun), a TakkKe UHble UCTOUHUKM,
cogeprkawme ceegeHns ob yasBMMOCTAX M yrpo3ax 6e30nacHoOCTM MHPopMaLLUN.

Mpn  onpegeneHun  yrpo3  6e30nacHOCTM  UHGOPMAUMM  YYUTLIBAKOTCA  CTPYKTYPHO-
(YHKUMOHaNbHbIE XapaKTEPUCTUKU MHOOPMALMOHHON CUCTEMbI, BK/KOYalOWME CTPYKTYpYy M COCTaB
MHPOPMALUMOHHOM cucTemMbl, U3MYECKME, Nornmyeckne, ¢GYHKLUMOHANAbHbIE W TeXHO0rMyeckue
B3aMMOCBA3N MeEXAy CermeHTaMmm WHGOPMALMOHHON CUCTEMbBI, C MHbIMU MHOOPMALMOHHbLIMMU
cucTemMamm 1 MHPOPMaLMOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMM, pernmbl 06paboTkm MHbopmaumum
B WMHOPOPMALMOHHOM CUCTEME M B €€ OTAE/IbHbIX CErMeHTax, a TaKKe MWHble XapPaKTEPUCTUKM
MHGOPMALUMOHHOM CUCTEMBI, NpPUMEHsieMble WHGOPMAUMOHHbIE TEXHOMorMM KN ocobeHHOCTN ee
bYHKUMOHUPOBAHUA.

Mo pesynbTatam onpegeneHns yrpo3 6e3onacHOCTM WMHOOPMAUUKM NPU  HEOBXOAMMOCTH
pa3pabaTbliBalOTCA PEKOMEHAALMU MO KOPPEKTUPOBKE CTPYKTYPHO-PYHKUMOHANBHDLIX XapaKTepPUCTUK
MHPOPMALMOHHON CUCTEMbI, HanpaB/ieHHble Ha 610KMpOBaHWe (HerTpasM3auMio) OTAEeNbHbLIX Yrpos
6e30MnacHOCTM MHOPMaLUH.

Mogenb yrpos 6e3onacHoCcT MHOOPMALMN [ONKHA COAEpPKATb OnucaHue MHPOPMaLMOHHOM
CUCTEMDI U €€ CTPYKTYPHO-PYHKUMOHANBHbIX XapaKTEPUCTUK, a TaKKe onucaHue yrpo3 6e3onacHoctu
MHbOPMaUMK, BK/OYAlOLWLEe OMWCaHWE BO3MOXKHOCTEM Hapywwuteneir (mogenb Hapywwutens),
BO3MOXKHbIX yA3BMMOCTEN MHPOPMALMOHHON cucTemMbl, cnocoboB peanusaunmn yrpos 6es3onacHoOCTU
MHbOPMaLMKM U NOCNEACTBUN OT HAPYLLEHMA CBOMCTB 6€30MacHOCTM MHbOPMaLmu.

Ons onpegenenuns yrpos 6esonacHocti MHGOpMaUmMmM 1 pa3paboTkM moLenu yrpo3 6esonacHoCcTH
MHOOPMALUN NPUMEHAIOTCA MeToAMYECKME AOKYMEHTbl, pa3paboTaHHble M yTBepAeHHble DCTIK
Poccun B cootBeTcTBUM € noanyHKToM 4 nyHKTa 8 [losioxkeHua o PepepanbHoit cnyxbe no
TEXHWYECKOMY W 3KCMOPTHOMY KOHTPOIO, YTBEpPXKAEHHOro Ykasom [pe3uaeHta Poccuiickoi
depepaunn ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickoit Pegepaunn, 2004,
N 34, c1. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMsa K cucteme 3aLmTbl MHGOPMaLUMN MHOOPMALMOHHOM CUCTEMbI ONPEeaEenstoTcs B
3aBMCMMOCTM OT Kjacca 3alMLWEeHHOCTM WHPOPMALMOHHOM cucTemMbl M yrpo3 6He3omacHoCTM
MHbOPMaLUK, BKAIOYEHHBIX B MOAENb Yrpo3 6e3onacHocTn MHbopMaLmu.

TpeboBaHMA K cucteme 3awmTbl MHPOPMALMM MHOOPMALMOHHON CUCTEMBI BKIOYAIOTCA B
TEXHUYECKOe 3aJaHu1e Ha co3gaHne MHGOPMALIMOHHOW CUCTEMBI U (MNK) TEXHUYECKoe 3asaHune (YacTHoe
TEXHMYECKOE 33[aHue) Ha CO3J4aHWe CUCTEMb! 3alLMTbl MHOOPMALMU MHOOPMALMOHHON CUCTEMDI,
pa3pabaTbiBaemble ¢ yyetom FOCT 34.602, TOCT P 51583 n IOCT P 51624, n foaKHbl B TOM 4yucne
coOeprKaTb:

Lenb 1 3aga4mn obecneyeHuns 3almTbl UHGOPMaLUKN B MHOOPMALIMOHHOM CUCTEME;

KNACC 3aWMLLEHHOCTU MHPOPMALIMOHHOM CUCTEMDI;

rnepeyeHb HOPMATMBHbLIX TMPABOBbLIX aKTOB, METOAMYECKMX [OKYMEHTOB M HaUMOHaNbHbIX
CTAHAAPTOB, KOTOPbIM 0/KHA COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;



nepeyeHb 06bEKTOB 3aLLUTbl MHPOPMALIMOHHON CUCTEMDI;

TpeboBaHMA K Mepam U cpeacTBam 3awuTbl MHGOPMALUKM, NPUMEHSEMbIM B MHPOPMALMOHHON
cucteme;

cTagmu (atanbl paboT) cO34aHUA CUCTEMbI 3aLLUTbI UHGOPMALMOHHOWN CUCTEMbI;

TpeboBaHMA K MOCTAaBASEMbIM TEXHMYECKMM CpeacTBam, MNporpammHomy obecneyeHuto,
cpeAcTBam 3aWmTbl UHGOPMaLUWK;

dYHKUMM 3aKasuyMKa U onepaTopa no obecrneyeHuto 3awmTbl MHGOPpMaLUN B MHOOPMALIMOHHOM
cUCTeMe;

TpeboBaHMA K 3allMTe Cpeacts M cucteM, obecneumBalowmx — GyHKLMOHMPOBaHUE
MHbOPMaUMOHHOM cucTembl (obecneunBatowLelt MHOPACTPYKType);

TpeboBaHMA K 3awmTe WHboOpMauuu npu UHPOPMALMOHHOM B3aAMMOAENCTBUM C UHbIMMU
MHPOPMALMOHHBIMKU cUcTEMaMm N MHGOPMALLMOHHO-TENIEKOMMYHUKALMOHHbIMU CETAMMW, B TOM YMCIE C
MHPOPMALMOHHBIMU CUCTEMAMM YNOJHOMOYEHHOTO INLA, a TAaKKe NPU NPUMEHEHUWN BbIYUCAUTENbHbIX
pecypcoB (MoLLHOCTEN), NPeAO0CTaBAAEMbIX YNOSTHOMOYEHHbIM IMLOM AN1A 06paboTku MHbopMaLmnu.

Mpu onpepeneHun TpeboBaHWI K cucteme 3awmTbl MHGOPMALUMU MHPOPMALMOHHOM CUCTEMDI
YYUTBIBAIOTCA MOJIOKEHUA MNOAUTUK obecnedyeHna UWHPOpPMaALMOHHOM 6Ge3sonacHocTn obnapatens
nHbopmauum (3aKasumnKa), a Tak:Ke NOAUTUK obecneyeHns MHGOpPMaLMOHHOM Be3onacHOCTK onepaTopa
M YNO/SHOMOYEHHOIO /M@ B Y4acTW, He MnpoTUBOpevyalein noanuTukam obnapatens wHpopmauum
(3akasuuka).

Pa3zpabomka cucmembl 3auwjumel UHGHOPMAYUU UHGHOPMAYUOHHOI cucmemol

15. PaspaboTtka cucTembl 3awmTbl MHGOPMALMM MHPOPMALMOHHON CUCTEMbI OpPraHM3yeTca
obnagarenem MHGOPMaLMM (3aKa3uMKoM).

Pa3spaboTka cucTembl 3aWwmTbl MHGOPMALUM WMHOOPMALMOHHON CUCTEMbBI OCYLLECTBAAETCA B
COOTBETCTBUM C TEXHWUYECKUM 3aaHMEM Ha cO34aHNe MHGOPMALMOHHOMN CUCTEMBI U (MKN) TEXHUYECKUM
3afaHMemM (4aCTHbIM TEXHMYECKMM 33JaHMEeM) Ha Co34aHue CcuUcTeMbl 3alWuTbl  MHOpMaLmu
nHbopmaumoHHOM cuctembl ¢ ydetom [OCT 34.601 "WHdopmaumoHHas TexHonorns. Komnnekc
CTAaHAAPTOB HA aBTOMATU3MPOBaAHHblEe CUCTEMbl. ABTOMATM3UpPOBaAHHble cucTembl. CTagum cospgaHua”
(manee - FOCT 34.601), TOCT P 51583 1 TOCT P 51624 1 B TOM YnCNe BKIKOYaET:

NPOEKTUPOBAHNE CUCTEMbI 3aLLMUTbI MHPOPMaLMM MHOOPMALMOHHON CUCTEMDI;

pa3paboTKy  IKCMAYaTAUMOHHOM  AOKYMEHTauMM Ha  cuctemy  3almtel  MHOOpPMaLMK
MHPOPMALNOHHOM CUCTEMDI;

MaKeTMpOBaHME M TEeCTUPOBAHME CUCTEMbI 3aWUTbl MHGOPMALMU UHPOPMALUMOHHON CUCTEMDI
(npu HeobxoaMmocCTH).

Cuctema 3awuTbl MHPoOpMaLMM WHOOPMALMOHHOM CUCTEMbI HE [AOJKHA NpensTcTBOBATb
OOCTUMKEHUIO Lienei co3aaHma MHPOPMALIMOHHOM cucTeEMbI M ee GPYHKLLMOHUPOBAHMUIO.

Mpun paspaboTke cuctembl 3aWmUTbl MHGOPMALMU MHPOPMALMOHHOM CUCTEMBI YYMTbIBAETCS ee
MHGOPMALMOHHOE B3aMMOAENCTBUE C MHbIMU MHOOPMALMOHHBIMU CUCTEMAMWU U MHPOPMALMOHHO-
TE/IEKOMMYHUKAUNOHHBIMW CETAMM, B TOM Yncae ¢ UHGOPMALNOHHBIMU CUCTEMAMM YNOAHOMOYEHHOTO
MUa, a TaKXe TMpPUMEHEHMEe BbIYUC/UTENbHBIX PEecypcoB (MoljHocTen), npeaocTaBAfEMbIX
YNOJHOMOYEHHbIM NLOM Aaa 06paboTkM MHGopmauum.

15.1. Npun NPOEKTUPOBAHUMN CUCTEMBI 3aLLMTbI MHPOPMALLMMN MHGOPMALMOHHOMN CUCTEMBI:

onpeaensaoTca TUMbl CybbeKToB AocTyna (No/ib3oBaTesIn, NPOLLECChl U MHble CyObeKTbl JoCTyna) U
0O6bEKTOB [0CTyNa, ABAAWMXCA O6bEeKTaMM 3aluTbl (YCTpolcTBa, 06beKTbl $ainoBON CcUCTEMBI,
3anycKkaemble M UCMONHAEMble MOAYAN, OOBEKTbI CUCTEMbI yrnpaBneHWa 6azamu AaHHbIX, 0OBEKTHI,
co3aBaemble NPUKAALHbIM NPOrPaMMHbIM obecrneyeHnem, MHble 0OBEKTbI A0CTYNA);

onpeaensalTcA MeToAbl YNpaBAeHMA AO0CTYNom (OUCKPEUMOHHbIM, MaHAaTHbIA, PONEBON wAn
WHble MeTOoAbl), TUMbl JOCTyna (YTeHWe, 3anucb, BbIMNOJHEHWE WUAW WHblE TWUMbl AOCTYNa) M MNpaBuaa
pasrpaHuMyeHns JocTyna cybbeKToB focTyna K obbekTam p[ocTyna (Ha OCHOBe CMWCKOB, METOK
6€30MacHOCTH, POJIEN U UHbIX NPaBW), NogAEKaALME peannsaummn B MUHPOPMALMOHHOM cUCTEME;

BblbupatoTcA mepbl 3aWmTbl MHOOPMaLMKM, NogaexKalime peanusaumMm B CUCTEME 3aLUUTbI
nHpopmaumm MHGOPMALMOHHOMN CUCTEMDbI;



onpeaensalTca BUAbI M TUMbl CPeACTB 3alMTbl MHPOPMauUuKM, obecrneymBatlolme peanmnsaumio
TEXHUYECKMX Mep 3aWunTbl MHOOPMALMK;

onpeaenseTcs CTPYKTypa CUCTEMbI 3amUTbl MUHGOPMALUN MHOPMALMOHHON CUCTEMDI, BKKOYAA
cocTaB (Ko/IM4YecTBO) 1 MecTa pasmMellleHUA ee 31eEMEHTOB;

OCYyLLECTBAAETCA BblOOp cpeacTB 3awmTbl MHGOPMaLMK, CePTUPUUMPOBAHHBIX Ha COOTBETCTBME
TpeboBaHMAM no 6e30MacHOCTM WMHPOPMALMKM, C YY4ETOM WX CTOMMOCTW, COBMECTMMOCTU C
MHOOPMALMOHHBLIMN  TEXHONIOTUAMM U TEXHUYECKMMMU CpeacTBamu, OyHKUMIA 6e30nacHOCTU 3TUX
CpencTB M 0coBEeHHOCTEN MX peannsaumm, a TakKe Knacca 3almweHHOCTU MHPOPMALMOHHON CUCTEMDI;

onpeaenaoTca TpeboBaHMA K MapaMeTpam HaCTPOMKM MporpammHoro obecneuveHus, BKAOYasA
nporpammHoe obecnevyeHne cpencTB 3awWMTbl MHOOPMauUuMK, obecneymsatowme peanmsaunio mep
3aWMTbl MHOOPMALUMKN, 3 TAKMKe YCTPaAHEHME BO3MOMKHbBIX YA3BMMOCTEM MHOOPMALMOHHON CUCTEMDI,
NPUBOAALLMX K BO3HUKHOBEHMIO Yrpo3 6e30nacHoOCTM MHGOopMauum;

onpeaenalnTca Mepbl 3aWmTbl MHGopMmaLmm npu MHGOPMALMOHHOM B3aUMOLENCTBUU C MHBIMM
MHPOPMALMNOHHBIMU cUcTEMaMm N MHGOPMALLMOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMMW, B TOM YMCae C
MHPOPMALNOHHBIMU CUCTEMAMM YIONHOMOYEHHOTO INLA, A TAKXKe NPU NPUMEHEHUWN BbIYUCANTENBHbIX
pecypcoB (MoLLHOCTEN), NPeAoCTaBAAEMbIX YNOTHOMOYEHHbIM IMLLOM 414 06paboTKU HbOopMaLUUK.

Pe3ynbTaTbl NPOEKTUPOBAHMA CUCTEMBI 3alWMTbl MHPOPMAULUN MHPOPMALIMOHHOM CUCTEMDI
OTpaKalTcA B MNPOEKTHOW [AOKYMEHTaUMM (3CKM3HOM (TEXHMYECKOM) MpoeKkTe U (Mnu) B pabouelt
OOKYMeHTauMmn) Ha WMHPOPMALMOHHYIO CUCTEMY (cMCTeMy 3awmTbl MHGOPMALUN MHPOPMALMNOHHON
cuctembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "MHdpopmauMoHHaa TexHonorua. Komnnekc
CTAaHAAPTOB Ha aBTOMATM3MPOBAHHbIE CUCTEMbI. Buabl, KOMNAEKTHOCTb U 0BO3HAYeHME AOKYMEHTOB
npwu co3agaHnmM aBTOMaTU3NPOBaAHHbIX cuctem" (ganee - FOCT 34.201).

MpoeKTHaa [OKYMeHTauMa Ha MHOOPMALMOHHYIO cuUcTeMy W (MAKM) ee cUCTEMY 3alLUTbI
MHbOPMaUMKN NoanekaT CornacoBaHMIO C ONepaTopom UHPOPMALMOHHON CUCTEMBI B C/lydYae, €C/iv OH
onpeaeneH TaKOBbIM B COOTBETCTBUM C 3aKOHOZATENbCTBOM Poccuiickon Pepepauunm K MOMEHTY
OKOHYAHWA MPOEKTUPOBAHMA CUCTEMDBI 3alWUTbl MHGOPMAUMM MHPOPMALLMOHHOM CUCTEMbI U He
ABNAETCA 3aKA34YMKOM AAHHOM MHOPMALMOHHON CUCTEMDI.

Mpu OTCYTCTBUM HEOBXOAMMbBIX CPeACTB 3aWmuTbl UHOOPMaUUK, CEPTUPUUMPOBAHHBIX HA
cooTBeTCTBME TpeboBaHMAM Mo HesonacHOCTM MHbOpMaUMKM, opraHusyeTcs paspaboTka (mopaboTka)
CpeAcTB 3alnTbl MHPOPMaUUK U UX cepTudUKauma B COOTBETCTBUM C 3aKOHOAAaTeNbCTBOM Poccuiickol
depepaunn nan NPoOU3BOANTCA KOPPEKTUPOBKA NMPOEKTHbIX PELUEHMIA NO MHPOPMALMOHHON cuCTEME U
(unn) ee cucteme 3awmTbl MHOGOPMALMUM C YY4ETOM (PYHKLMOHABbHBIX BO3MOMKHOCTEM MMEOLLMXCA
CcepTUPUUMPOBAHHBIX CPEACTB 3aLLUTLI MHOPMaLUN.

15.2. PaspaboTKa 3Kcn/iyaTaUMOHHON OOKYMEHTaUMM Ha CcUCTeMy 3almTbl MHPopMaLmm
MHGOPMALMOHHOM CUCTEMBI OCYLLECTBAAETCA B COOTBETCTBMU C TEXHUYECKMM 3aJaHMEM Ha Co3ZaHue
MHPOPMALMOHHON CUCTEMBI U (MNIM) TEXHUYECKMM 3aZaHMEM (YaCTHbIM TEXHWYECKUM 3aJaHMeM) Ha
co3/aHue cMcTeMbl 3aWmnTbl MHGOPMALMM MHGOPMALMOHHOMN CUCTEMBI.

dKcnyaTalMOHHaA AOKYMEHTAUMA HA CUCTEMY 3aLLNTbl MHOPMALMKN MHPOPMALLMOHHOM CUCTEMDBI
pa3pabaTbiBaeTtca ¢ yyetom FOCT 34.601, TOCT 34.201 n TOCT P 51624 n ponxkHa B TOM 4ucne
COAEPKATb ONMUCAHUE:

CTPYKTYPbI CUCTEMBbI 3aLLUTbI UHOPMALUKN MHPOPMALIMOHHOM CUCTEMDI;

COCTaBa, MeCT YCTaHOBKW, MapaMeTpoB M NOpPsAKa HACTPOWMKKU CPeacTB 3almTbl MHPOpMaLUN,
nporpammHoro obecrnevyeHma N TEXHUYECKUX CPEACTB;

npaBWA 3KCNAyaTaLMmM CUCTEMbI 3aLLMTbl MHPOPMaLMM MHOOPMALMOHHOM CUCTEMDI.

15.3. Npu MaKeTUPOBaHMUM U TECTUPOBAHMU CUCTEMbI 3aLNUTbl MHGOPMALUM MHPOPMALMOHHOW
CUCTEMbI B TOM YMC/IE OCYLLLECTBAAIOTCA:

nposepka pPaboTocnocobHOCTM M COBMECTMMOCTU BblGpPaHHbIX CPeacTB 3alinTbl MHGOPMaLUK C
MHPOPMALMNOHHBIMU TEXHONOTUAMM U TEXHUYECKUMM CPeaCTBaMU;

npoBepKa BbINOJHEHMA BbIOpPaHHbIMU CPeACTBaMM 3aLLUTbl MHGOPMaUUKN TpeboBaHUI K cucteme
3aWnTblI MHPOPMALMMN MHGOPMALLMOHHON CUCTEMDbI;

KOPPEKTUPOBKA MPOEKTHbIX PeLleHUI, pa3paboTaHHbIX NPU CO34aHUN MHPOPMALLMOHHOM CUCTEMDI
n (Wnn) cuctemol 3aLWmMTbl MHPOPMALUN MHOOPMALMOHHOM CUCTEMDI;
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MaKeTMpoBaHMe CUCTEMbI 3aLNUTbI MHOOPMALMU MHDOPMALMOHHOW CUCTEMBI U ee TeCTMPOBaHNe
MOXeT MNpoBOAUTLCA B TOM YMCAEe C WCNO/Ab30BaHMEM CPeacTB M MeTOAO0B MOAEANPOBaHMA
MHPOPMALMOHHDBIX CUCTEM Y TEXHONOTUIA BUPTYAAN3ALNN.

BHedpeHue cucmembs! 3auumeol UHGOPMAyUU UHGPOPMAYUOHHOI cucmembl

16. BHeapeHue cucTembl 3awWmTbl MHPOPMALMN WHPOPMALMOHHOM CUCTEMbI OpPraHM3yeTcs
obnapatenem nHbopmaLMK (3akasumKkom).

BHeapeHue cuctembl 3awWmtbl MHPOpMaUUM MHPOPMALMOHHOM CUCTEMbI OCYLLECTBASETCA B
COOTBETCTBMM C MPOEKTHON W 3IKCM/IyaTaUMOHHOM AOKYMEHTauuer Ha cuctemy 3almutbl MHPopmaumm
MHPOPMALNOHHOMN CUCTEMbBI U B TOM UYUCNIE BK/IOYAET:

YCTaHOBKY M HaCTPOMKY CPeAcTB 3aWwmTbl MHGOPMaLMM B UHPOPMALMOHHON CUCTEME;

pa3paboTKy AOKYMEHTOB, Oonpeaenalowmnx npasuaa M Npoueaypbl, peannsyemble OMNepaTopom
ans obecnevyeHus 3almnTbl UHGOPMaLUUKM B MHPOPMALIMOHHOM CUCTEME B XOAe ee 3KcnayaTauum (aanee
- OpraHM3auMOHHO-pacnopaaMTENbHbIE AOKYMEHTbI MO 3aWwmuTe MHGopmaLmm);

BHeApeHWe OpraHn3aLMOHHbIX Mep 3aWwuTbl HGOpMaLnu;

npegBapuTesibHble UCMbITAaHUA CUCTEMbI 3aLLUTbI MHPOPMaLMN MHPOPMALIMOHHOM CUCTEMBI;

OMbITHYO 3KCMyaTaLMio CUCTEMbI 3aLLMTbI MHPOPMaLMM MHPOPMALMOHHON CUCTEMDI;

aHanu3 yA3BMMmocTeir MHGOPMALMOHHOW CUCTEMBI U NPUHATME Mep 3aWwuTbl MHGOPMALMK MO UX
YCTpaHeHWIo;

NPUEeMOYHbIe UCNbITAHUSA CUCTEMBI 3aLWUTbl UHGOPMALUN MHPOPMALLMOHHOM CUCTEMBI.

K BHegpeHuo cuctembl 3alWmTbl MHOOPMALUM MHPOPMALIMOHHOM CUCTEMbI MpPUBAEKAETCA
onepatop WHGOPMALMOHHOW CUCTEMbI B C/ly4ae, €C/iM OH onpeaefieH TaKoBbIM B COOTBETCTBUM C
3aKoHoAaTenbcTBOM Poccuiickon degepaunm K MOMEHTY BHEAPEHUA CUCTEMbI 3aLLMTbl MHPOpMaLmm
MHPOPMALMOHHOM CUCTEMbBI U HE ABASIETCA 3aKa3UYMKOM AaHHOM MHPOPMALMOHHOM CUCTEMBI.

16.1. YcTraHOBKa M HaCTpoOMKa CpeacTB 3aliuTbl MHPOpmauMM B MHPOPMALMOHHOM cucTeme
OO/MKHA MPOBOAUTLCA B COOTBETCTBMM C 3IKCMNYAaTAUMOHHOW AOKYMEHTAUMEN Ha CUCTEMY 3aLLUTbI
nHbopmauym HGOPMALMOHHOM CUCTEMBI U SOKYMEHTaLMEN Ha CpeacTBa 3aWwmTbl HGOpMauuu.

16.2. PaspabaTtbiBaemMble  OpPraHM3aUMOHHO-PACMOPAANTE/IbHbIE  AOKYMEHTbl MO  3aWuTe
nHbopmMauUmM SONKHbI ONpesenaTb Npasuaa U npouesypbl:

ynpasneHua (a4AMUHUCTPUPOBAHMA) CUCTEMOM 3aLMTbl MHPOPMALMKM MHGOPMALMOHHON CUCTEMBI;

BbIIBIEHNS UHUMAEHTOB (O4HOTO COBBLITUA MAW TPYyMMbl COBbLITUI), KOTOPblIE MOTYT MPUBECTU K
c60AM MU HapyLIEeHUO GYHKUMOHUPOBAHUA MHPOPMALMOHHOW CUCTEMbI U (MAK) K BO3HUMKHOBEHUIO
yrpo3 6esonacHocT! nHpopmaLmm (aanee - UHUNAEHTbI), U PEArMpPOBaHUA HA HUX;

ynpaBneHua KoHdurypaumen aTrecToBaHHOM MHPOPMALMOHHON CUCTEMbBI U CUCTEMBI 3aLLMUTbI
nHPopmMauum MHGOPMALMOHHOMN CUCTEMDI;

KOHTpons  (MOHMUTOpWMHra) 3a obecneyeHMeM  YPOBHA  3aLMLLEHHOCTM  WMHOpPMALUK,
cozepKalencs B8 MHGOPMALMOHHOM CUCTEME;

3awmTbl MHGOPMaLMM NpPU BbIBOAE M3 3KCNAyaTaunMnm UHGOOPMALMOHHOM CUCTEMbBI UM Noc/e
NPUHATKA peleHma 06 oKoHYaHUKM 06pPaboTKM MHbOPMaLUHK.

16.3. Mpw BHEeAPEHUM OPraHN3aLMOHHbIX Mep 3awunTbl UHGOPMALMKN OCYLLECTBAAIOTCA:

peanusaums npaBua pPasrpaHUYeHnn [OCTyna, pernaMmeHTUpYoWMX npaBa AOCTyna Cy6beKkToB
JOCTyna K obbeKkTam A0CTyna, U BBEAEHME OrpaHWYeHWA Ha AencTBMA NoJsib30oBaTenel, a TaKXke Ha
U3MEeHEeHMEe YCNOBUIM 3KCNayaTaLuumn, coctaBa M KOHOUIypaLmm TEXHUYECKUX CPEACTB U NPOrpPaMMHOro
obecneyeHus;

npoBepKa MOMIHOTbI M [EeTaZbHOCTM OMUCAaHWMA B  OPraHU3aLMOHHO-PacnopAaUTeNbHbIX
OOKYMeHTax Mo  3awute  MHPopmaumm  AeWCTBMIA  MNo/ab3oBaTenem UM aAMUHUCTPATOPOB
MHPOPMALNOHHOMN CUCTEMBI MO PEaNM3aLNN OPraHM3ALMOHHBIX Mep 3aLnUTbl MHGOPMaLmK;

OTpaboTKa AeNCTBUIA JOMKHOCTHBIX UL, U NOAPA3AENEHN, OTBETCTBEHHbIX 33 peasnsauuto mep
3aWwmTbl MHPOPMaLMK.

16.4. NpepBapuTenbHble UCMbITAHUA CUCTEMbI 3aLLMTbI MHPOPMALMKN MHPOPMALLMOHHOW CUCTEMDI
nposogsatca ¢ ydetom [OCT 34.603 "WMHbopmaumoHHas TexHosorma. Bugbl  MCNbITaHWU
aBTOMaTM3MpPOBaHHbIX cuctem" (ganee - FOCT 34.603) M BKAOYAKOT NPOBEPKY pPaboTocnocobHoCTU



cucTemMbl  3aWnTbl  MHPOpMauMM WUHOOPMALMOHHOM CUCTEMBI, @ TaKXKe MNPUHATUE pelleHuA o
BO3MOHOCTM ONbITHOM 3KCNyaTaLUmM CUCTEMbI 3aWmUTbl MHGOPMaLMU MUHGOPMALMOHHON CUCTEMDBI.

16.5. OnbiTHas 3KcnayaTaumsa CUCTeMbl 3alMTbl MHbOpPMaLMM MHOOPMALMOHHOM CUCTEMDI
nposoantca ¢ ydyetom FOCT 34.603 u BKAtO4YaeT NpoBepKy OGYHKUMOHWPOBAHWUA CUCTEMbI 3aLUMUTbI
MHbOPMaLUN MHPOPMALIMOHHOM CUCTEMDI, B TOM YMUCIE Peann30BaHHbIX Mep 3aWwmnTbl MHPopmaLmu, a
TaK¥e roTOBHOCTb NO/Ib30BaTENEN U AAMUHUCTPATOPOB K 3KCNAyaTaLMM CUCTEMBI 3aLMTbl MHPOpPMaL MK
MHPOPMALNOHHON CUCTEMDI.

16.6. AHanu3 yABUMOCTEN WHOOPMALMOHHOM CUCTEMbI MNPOBOAMTCA B LLeNAX OLEHKMU
BO3MOHOCTM NPEOA0NEHNA HAPYLUMTENEM CUCTEMbI 3aLWMUTbI MHPOPMALMM MHGOPMALMOHHOMN CUCTEMBI
W NpefoTBpaLLeHUs peannsaunm yrpos 6esonacHocTn MHbOpMaLmm.

AHanus yasBumMocTelt WMHPOPMALMOHHOW CUCTEMbI BK/OYMAET aHa/M3 YyA3BUMMOCTEN CpeacTts
3aWMTbl UHGOPMALUUKM, TEXHUYECKUX CPeacTB WM MNporpammHoro obecneyeHns WHPOPMALMOHHOM
CUCTEMBI.

Mpun aHanuse yAsBUMOCTEN WMHPOPMALMOHHOW CUCTEMbI MPOBEPAETCA OTCYTCTBME M3BECTHbIX
YA3BMMOCTEN CPeacTB 3aWmnTbl MHGOPMALMK, TEXHUYECKUX CPEACTB U NPOorpammHoro obecrneyeHus, B
TOM u4ucne c ydyeToM uHOOpPMALMK, UMetOWENcA y pPa3paboTUMKOB M MOAYYEHHOW W3  [PYrux
06LLeA0CTYNHbIX UCTOYHMKOB, NPaBUIbHOCTb YCTAHOBKM M HACTPOMKM CPeACcTB 3aWwuTbl MHGOPMaL MM,
TEXHUYECKMX CPEACTB M NPOrPaMMHOro obecrneyeHmn, a TakKe KOPPEKTHOCTb paboTbl CpeacTB 3aLLmThbI
MHbOPMALMM NPU UX B3AUMOLENCTBUN C TEXHUYECKMMM CPeACTBAaMM U NPOrpamMmMHbIM obecriedeHnem.

B cnyyae BbiABNEHMA yA3BUMOCTEN MHOOPMALMOHHOW CUCTEMbI, NPUBOAALLMX K BO3HUKHOBEHMIO
OOMNOJIHUTENbHBIX yrpo3 6e3onacHocTM WHpopmauMuM, NPOBOAUTCA YTOYHEHME MOAEAU YIrPo3
6e3onacHOCTM MHGOPMALMM N NPU HEOBXOAMMOCTU MPUHUMAIOTCA AOMNOMHUTE/IbHbIE MEpPbl 3aLuUTbI
MHGOPMAUMKM, HaNpPaB/ieHHbIE HA YCTPAHEHWEe BbISIBAEHHbIX YA3BMMOCTEM WAW  UCKAOYatoWme
BO3MOXHOCTb UCMO/1Ib30BaHMNA HapyLWUTENEM BbiABAEHHbIX YA3BMMOCTEMN.

Mo pe3synbTaTam aHanM3a yA3BUMMOCTEN AO/MKHO OblTb NOATBEPKAEHO, YTO B MHOOPMALMOHHOM
CUCTEME OTCYTCTBYIOT YA3BMMOCTM, coeprKalumeca B 6aHKe AaHHbIX Yrpo3 6e30nacHoCTM HbopMaumm
®CTIK Poccuun, a TaKkKe B MHbIX UCTOYHWMKAX, UAU UX UCMNOJIb30BaHWE (3KCh/yaTauma) HapylwumTenem
HEBO3MOXHO.

16.7. MpuemoyHble WCNbITaHUA CUCTEMBI 3aWwMTbl MHPOpMauMM MHOOPMALMOHHOM CUCTEMDI
nposoaaTca ¢ ydetom FOCT 34.603 1 BKOYAOT MPOBEPKY BbINOJHEHUA TPeOOBaHMIN K cMCTEME 3aLUMUTDI
nHbopmauum MHGOPMALMOHHON CUCTEMbI B COOTBETCTBMM C TEXHUYECKMM 334aHMEM HA CO34aHMe
MHPOPMALMOHHON cUCTEMBI U (MIM) TEXHUYECKUM 3aJaHMEM (YacCTHbIM TEXHMYECKUM 3aJaHuem) Ha
CO34aHue cucTembl 3awmTbl MHGOPMaLMKM MHGOPMALNOHHOM CUCTEMDI.

Ammecmayus uHgopmayuoHHol cucmemsl U 86800 ee 8 delicmaue

17. Artrectauma MHGOOPMALMOHHOM CUCTEeMbl oOpraHulyetcs obnagatenem uHdopmaumm
(3aKa3umMKoOM) MM ONEPATOPOM U BKILOYAET NPOBEAEHME KOMMIEKCA OPraHM3aLMOHHbIX U TEXHUYECKUX
MepPONPUATUIA (AaTTECTALMOHHBIX UCMbITAaHWI), B pe3ynbTaTe KOTOPbIX MOATBEPKAAETCA COOTBETCTBME
CcUCTEMbI 3aWMTbl MHGOPMALUM MHGOPMALMOHHOM cUCTeMbl HacToAwMMm TpeboBaHMAM.

MNpoBefeHMe aTTeCTaUMOHHbIX UCMbITAHUA MHOOPMALLMOHHOM CUCTEMBI AOJIKHOCTHBIMU NMLLAMU,
OCYLLECTBAAOWMMM  NPOEKTUPOBaHME W (MAM) BHeApeHME CUCTEMbI  3awWuTbl  MHbOPMauuUK
MHPOPMALMOHHOM CUCTEMDI, HE AOMYCKAETCA.

17.1. B KayecTBe UCXOAHbIX AAaHHbIX, HEOOXOANUMbIX AN aTTecTaunm MHGOPMALMOHHOM CUCTEMDbI,
MCNONb3YOTCA MoAeNb yrpo3 6e3onacHocTM MHopMaLMu, akT KnaccuPurkaumm MHGOPMaLMOHHOM
CUCTEMbI, TEXHMYECKOE 33JaHMe Ha Cco3gaHuMe WHPOPMAUMOHHON cucTeMbl U (MAK) TeXHUYecKoe
3ajaHue (4acTHOe TexHMYyecKoe 3afaHMe) Ha Co34aHMe  CUCTeMbl  3awmTbl  MHpopmaLMn
MHOOPMALMOHHOM CUCTEMBI, MPOEKTHAA W 3KCMNYaTAUMOHHAA AOKYMEHTaUMA Ha CUCTEMY 3aluuTbl
nHbopmauum UHOGOPMALMOHHOM CUCTEMBI, OPraHM3aLMOHHO-pacnopaanTesbHble AOKYMEHTbl MO
3awmTe MHGOPMAUUKM, pe3ynbTaTbl aHanM3a yA3BUMOCTEN WHGOOPMALMOHHOM CUCTEMBI, MaTepuasbl
npeasapuUTenbHbIX M MPUEMOYHbBIX MWCMBITAHWUIA CUCTEMbI 3alWmTbl MHPOPMALUUM MHPOPMALLMOHHOM
CUCTEMbI, @ TaKXKe MWHble [OKYMEeHTbl, pa3pabaTbiBaemble B COOTBETCTBUM C  HACTOALLMMM
TpeboBaHMAMM.



17.2. Attectauma UMHGOPMALMOHHOM CUCTEMbI NMPOBOAUTCA B COOTBETCTBMM C NMPOrpamMmmon u
MeTOAMKaMM aTTeCTalMOHHbIX UCMbITaHUI A0 Havyana o6paboTkM MHbOPMaLMK, NoAENKaLLEeN 3aWwmTe B
MHGOPMAUMOHHOW cucteme. Jnsa npoBefeHMA aTTectaumm MHOOPMALMOHHOM CUCTEMbI NMPUMEHAIOTCA
HALMOHA/bHbIE CTAHAAPTbI, @ TaKXe MeTOAMYECKME AOKYMEHTbI, pa3paboTaHHble U YTBEPXKAEHHbIE
®CTIK Poccmm B COOTBETCTBMM C noAnyHKTOm 4 nyHKTa 8 [MonoxeHua o ®PegepanbHon cayxkbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOALD, YyTBEPXKAEHHOro Ykasom [pe3npgeHta Poccuiickon
depepaunm ot 16 asrycta 2004 r. N 1085.

Mo pesynbTaTam aTTECTALUMOHHBIX MWCMbITaHUI OPOPMAAIOTCA NPOTOKO/bI  aTTECTALMOHHbIX
WCMbITaHUIM, 3aKAlOYEHWE O COOTBETCTBUM WHPOPMALMOHHOM cucTembl TpeboBaHMAM O 3awmTe
MHGOPMAUMM M aTTecTaT COOTBETCTBUA B CAyvyae MOJIOKMUTENbHbIX pPe3ynbTaToB aATTECTALMOHHbIX
NCNbITaHWUM.

Mpn npoBefeHUM aTTECTALMOHHbLIX WMCMbITAHUA [OJXKHbI MPUMEHATLCA CAeaylowme MeToabl
NPoOBEPOK (UcnbITaHWN):

3KCMEePTHO-AOKYMEHTANbHbIN MeToA, NPeaycMaTPUBAIOLLIMIA NPOBEPKY COOTBETCTBMA CUCTEMDI
3aWmMTbl  MHPOPMALMN  WMHPOPMALLMOHHOM CUCTEMBI YCTaHOB/AEHHbIM TpeboBaHMAM MO 3awmTe
MHGOPMAUMM, Ha OCHOBE OLEHKM  IKCMAYaTAaUMOHHOW  OOKYMEHTauuMu, opraHu3auMOoHHO-
pacnopAgMTeNbHbIX AOKYMEHTOB MO 3awmuTte WMHOOPMAUMM, a TaKXKe YCNOBUN PYHKLUMOHMPOBAHMA
MHPOPMALNOHHOM CUCTEMDI;

aHanu3 yAsBMMOCTEN WMHPOPMALMOHHON CUCTEMbI, B TOM 4YMCAE BbI3BAHHbIX HEMNpaBWUIbHOWM
HaCTPOMKOM (KOHPUTypMpoBaHMEM) NporpaMmHOro obecneyeHuns U cpeacTs 3almTbl MHGOPMaLmy;

NCNbITaHNA cucTembl 3aWWmThI nHbopmaumnm nytem OCYLLECTBNEHUNA NonbITOK
HecaHKLUWOHUPOBAHHOro AocTyna (Bo3aeicTema) K MHGOPMALMOHHOM cucteme B 06xon ee cucTemsl
3awWwmTbl MHPOPMaLMK.

17.3. [Odonyckaetca atrectauya MHPOPMALMOHHON CUCTEMbI HA OCHOBE pe3y/bTaToB
aTTeCTALUMOHHbIX  WCMbITAHWA  BblAENEHHOrO Habopa CermeHToB WHOOPMAUMOHHOM  CUCTEMDI,
peannsyoLWmnx NOAHYI0 TEXHONOTNIO 06paboTKM MHPOopMaLMK.

B aTom cnyyae pacnpocTpaHeHuMe aTTectata COOTBETCTBUA Ha ApyrMe cermeHTbl MHGOPMALNOHHOM
CUCTEMbI OCYLLECTBAAETCA MPU YCNOBUM WX COOTBETCTBMA CermeHTam WMHPOPMALMOHHOM CUCTEMBI,
npoLweaLwnm aTTecTalMOHHbIE UCMbITaHUA.

CermeHT cuyMTaeTcA COOTBETCTBYIOLWMM CErMeHTYy WHPOPMAUMOHHOM CUCTEMbI, B OTHOLIEHWUU
KOTOpOro 6bin NpoBeAeHbl aTTeCTALMOHHbIE UCMbITAHWA, €CN ANA YKa3aHHbIX CEFMEHTOB YCTaHOB/EHDI
OAMHAKOBbIE KNAaCChbl 3aLMLLEHHOCTU, YrPo3bl 6€30NacHOCTM MHPOPMALLMN, peann3oBaHbl O4MHAKOBbIE
NPOEKTHble peLleHna N0 MUHPOPMALMOHHON CUCTEME U ee CUCTEME 3alLUTbl UHOPMaLUU.

CooTBeTcTBME CermeHTa, Ha KOTOPbIM pacnpoCTpaHAETCA aTTecTaT COOTBETCTBUA, CErMeHTY
MHPOPMALMOHHON CUCTEMbBI, B OTHOLIEHUN KOTOPOro Oblan npoBeseHbl aTTeCTaLMOHHbIE UCMbITaHKS,
NnoATBEPXKOAETCA B XO4e MPUEMOYHbIX WCMNbITaHUA WHOOPMAUMOHHOM CUCTEMBI WAW CEFMEHTOB
MHPOPMALNOHHOM CUCTEMBI.

B cermeHTax MHPOPMALMOHHOM CUCTEMBI, HA KOTOPbIE PACNPOCTPAHAETCA aTTecTaT COOTBETCTBUA,
onepatopom obecneumBaeTca cobAtOAEHME IKCMYATALMOHHOMW AOKYMEHTALMM HA CUCTEMY 3aLLMTbI
nHbopmauum MHGOPMALMOHHON CUCTEMBI U OPraHM3aLMOHHO-PACNOPAANTENbHBIX AOKYMEHTOB NO
3awmte nHpopmaumm.

OcobeHHOCTN aTTecTaumMm MHPOPMALMOHHOM CUCTEMbI HA OCHOBE Pe3y/IbTaTOB aTTeCTALMOHHbIX
UCNbITAHUN BblAENEHHOTO HAabopa ee CermeHTOB, A TaK¥Ke YCNOBMA W MOPSALOK PacnpocTpaHeHus
aTTecTaTa COOTBETCTBUA Ha Apyrne cermeHTbl MHPOPMALMOHHON CUCTEMBI ONPESENAIOTCA B Mporpamme
N MEeTOAMKaX aTTECTALMOHHbIX UCMbITAHWUI, 3aK/IIOY4EHNN N aTTecTaTe COOTBETCTBUS.

17.4. NoBTopHaa atTecTauma MHGOPMALMOHHON CUCTEMbI OCYLLECTB/IAETCA NO OKOHYAHUWM CPOKa
OEeNcTBMA aTTectaTa COOTBETCTBUA, KOTOPbIM HE MOXKET MpesbllaTb 5 NneT, uan noBblWeHUA Knacca
3aWMLLEHHOCTM  WMHPOPMALMOHHOMW cucTembl. [pu  yBeNMYEHUM cocTaBa Yyrpo3 6e3onacHocTU
MHOGOPMALUM UAN U3MEHEHMA MPOEKTHBIX PELLEHUN, PEAIN30BAHHbIX NPU CO34aHUN CUCTEMBI 3aLUNTDI
MHbOPMaLUKN MHPOPMALIMOHHOM CUCTEMBI, MPOBOAATCA AONOJHUTE/IbHbBIE AaTTECTALMOHHbIE UCMbITAaHWUA
B PaMKax AENCTBYIOLLErO aTTecTaTta COOTBETCTBUA.

17.5. BBog B penctBue WMHPOPMALMOHHOM CUCTEMbBI OCYLLECTBAAETCA B COOTBETCTBUM C
3aKoHoAaTenbCTBom Poccuiickolt depepaumm 06 MHGoOpPMaLMK, MHOOPMALMOHHDBIX TEXHOMOMMAX U O
3awmte nHpopmaumm u ¢ yuetom FOCT 34.601 1 Npu HaNMUUKM aTTecTaTa COOTBETCTBUA.



17.6. WNHdbopmaumoHHbIe cucTemMbl, OGYHKUMOHMpPYOWME Ha 6ase obuwen WMHOPACTPYKTYpPbI
(cpeacTs BbIMMCAUTENBHOW TEXHWKWM, CEPBEPOB TENEKOMMYHUKALMOHHOrO obopyaoBaHMA) B KayecTse
NPUKAAAHbIX CEPBUCOB, NOA/EKAT aTTECTALLMMN B COCTaBE YKA3aHHOW MHPPACTPYKTYpbI.

B cnyyae, ecnm MHPOPMAUMOHHAA cucTema co3gaeTca Ha 6ase ueHTpa 06paboTKM AaHHbIX
YNO/IHOMOYEHHOIO /INLA, TAaKOW ULeHTP 06paboTKM AaHHbIX [0/KEH OblTb aTTecToBaH NO KAaaccy
3aLMLLEHHOCTM HE HUXKE Klacca 3alMLLEHHOCTU, YCTAHOBAEHHOTO A1 CO343aBaeMoit MHGOPMALNOHHOM
CUCTEMDI.

Mpu atTectaunm MHPOPMALMOHHOWM CUCTEMbI LO/IKHbI MCMONb3YHOTCA pPe3y/bTaTbl aTTecTauumm
obuelt MHPpacTpyKTypbl onepaTopa MHGOPMALMOHHOMN CUCTEMDbI.

ObecneveHue 3auumel UHpopMmayuu 8 xo0e 3Kcnayamayuu
ammecmoeaHHoli UHhopmMmayuoHHOoU cucmembl

18. ObecneveHune 3aWnTbl UHGOPMALUUM B XO4€E IKCNAyaTaLMN aTTeCTOBAHHOM MHPOPMALMOHHOM
CUCTEMbI OCYLLECTBAAETCA OMEPATOPOM B COOTBETCTBMM C 3KCMNYaTaUMOHHOW [OKYMeEHTauMel Ha
cucTemy 3awuTbl MHPOPMaLMKM U OpraHM3aLMOHHO-PACNOPAANTENbHBIMU AOKYMEHTaMM MO 3aluTe
MHPOPMALMK U B TOM UYNCNIE BKAIOYAET:

ynpasneHve (agMMHUCTPUPOBaAHUE) CUCTEMOWN 3awmTbl  MHPOpmaUMM  MHOOPMALMOHHOM
CUCTEMDI;

BblIIB/IEHNE UHLUMAEHTOB M PearnpoBaHme Ha HUX;

ynpasaeHue KoOHPUrypaLmen aTTecToBaHHON MHPOPMALMOHHOM CUCTEMDBI U €e CUCTEMbI 3aLLMTbI
nHbopmauuu;

KOHTPO/b (MOHUTOPMHT) 33 06ecnevyeHNeM YPOBHS 3alLMLLEHHOCTU MHDOPMaALMK, coaep KaLelcs
B MHPOPMALMOHHOM cUCTEME.

18.1. B xope ynpasneHus (agMWUHUCTPUPOBAHMA) CUCTEMOM  3awmTbl  MHOpPMaLMK
MHPOPMALMOHHOM CUCTEMBI OCYLLECTBIAOTCA:

3aBefleHMe W yJaneHWe Yy4yeTHbIX 3anucelt nosb3oBaTesiel, ynpasBAeHWE MOJIHOMOYMAMM
nosb3oBatesieli MHPOPMALMOHHOM CUCTEMBI UM MNOAAEPKAHWME MPABUA pas3rPaHUYEHUs JocTyna B
MHGOPMALNOHHOM CUCTEME;

yrnpasaeHue cpeacTBamu 3aWwmnTbl UHGOPMaAUMK B MHPOPMAUMOHHOW CUCTEME, B TOM YMUC/e
napameTpamm HACTPOMKMU NPOrPaMMHOro obecneyeHus, BKAOYasA NporpammHoe obecrnedyeHme cpeacts
3aWmTbl  MHOOPMALMK, YNpPaBAEHUE YYETHbIMM  3aNUCAMM  NOAb30BaTeNEeN, BOCCTAHOB/IEHUE
paboTocnocobHOCTM CPeacTB 3aWwmTbl MHGOPMAL MM, reHepaL Mo, CMEHY M BOCCTaHOB/IEHME Naponei;

yCTaHOBKa OOHOB/MEHMI NporpamMmHOro obecneyeHus, BKAtOYaA MporpammHoe obecneyeHue
CPeACTB 3alnTbl MHPOPMALLMK, BbINYCKAEMbIX pa3paboTunmkamm (Npou3BOAUTENAMM) CPEACTB 3aLLMTHI
MHOOPMALMM UK MO UX NOPYYEHWIO;

LEHTPANN30BaHHOE YNpPaB/JEHME CUCTEMOWM 3alMTbl MHPOPMALMM MHPOPMALIMOHHOW CUCTEMDI
(npu HeobxogMmocTH);

perncTpauma W aHaamM3 cobbituii B MHPOPMALMOHHOM cUCTEME, CBA3AHHbIX C 3aLMTOM
nHbopmauum (aanee - cobbiTMa 6esonacHocTn);

nHbopmmpoBaHue nonb3oBaTeneit o6 yrposax 6e3onacHOCTM MHPopMaLMKM, O NpaBUAAX
3KcnyaTauMmM CUCTeMbl 3awWwmTbl MHPopmMaLmm MHPOPMALMOHHON CUCTEMbI U OTAENbHbIX CPeacTs
3aWmTbl MHPOPMALMK, @ TAKIKE UX 0DyYeHUe;

conpoBoXaeHne ¢GYHKUMOHMPOBAHUA CUCTEMbl  3alnTbl  MHPOpMaLMM  MHPOPMALIMOHHOM
CUCTEMbDI B XOA€ €e 3KCMyaTauum, BKAOYasA KOPPEKTUPOBKY IKCNIYaTALMOHHOM AOKYMEHTaLMM Ha Hee
N OpPraHM3aLMOHHO-PACNOPSAANUTENbHBIX AOKYMEHTOB NO 3awWwuTe MHPopMaunu;

18.2. B xoae BbIABNEHUA NHUNAEHTOB W PearMpoBaHUS Ha HUX OCYLLECTBASIOTCA:

onpeaeneHune AnL, OTBETCTBEHHbIX 3@ BblB/EHME MHLMAEHTOB U pearnpoBaHmne Ha HUX;

ObHapyKeHne U MAEHTUPUKALMA UHUMOEHTOB, B TOM 4YMcae OTKa3oB B 0bcCay:KuBaHuW, cboes
(nepesarpy3ok) B paboTe TEXHMYECKMX CPEeACTB, MPOrPamMMHOro obecneyeHWs W CPeacTB 3aluTbl
MHbOPMALUMKM, HApPYLEHMIM NpPaBMA Pa3rpaHUYeHUa A0CTyNa, HEMpaBOMEPHbIX AEWUCTBUI Mo cbopy
MHPOpPMaUUKN, BHeZPEHUI BPEAOHOCHLIX KOMMbIOTEPHbLIX MPOrpamm (BMPYCOB) M MHbIX COBBLITUN,
NPUBOAALLMX K BOSHUKHOBEHUIO MHLMAEHTOB;



CBOEBpPEMEHHOe WHPOPMMPOBAHME /UL, OTBETCTBEHHbIX 33 BbIABNEHUE WHUWAEHTOB W
pearnpoBaHMe Ha HUX, O BOSHUKHOBEHUWN MHUMAEHTOB B UHPOPMALMOHHON CUCTEME MO/1b30BATENAMMU U
aAMUHUCTPATOpPamMu;

aHa/M3 MHUWMOEHTOB, B TOM 4uCiae onpeaefieHne WCTOYHUKOB M MPUYUH BO3HUKHOBEHMA
WHUWAEHTOB, a TaK}Ke OLEHKA UX NOCNeacTBUi;

NAaHUPOBAHME U MPUHATUE MEP MO YCTPAHEHUIO UHUNAEHTOB, B TOM YMC/e MO BOCCTAHOB/EHUIO
MHPOPMALMOHHON CUCTEMbI M ee CErMEHTOB B C/y4yae OTKasa B obcnyxuBaHum man nocne cboes,
YCTPaHEHMIO NOCNEeACTBUIN HAPYLWEHMA NPaBMUA PasrpaHUYeHna 40CTYNa, HENPAaBOMEPHbIX AEACTBUIN NO
cbopy MHOOPMaUUK, BHEAPEHUA BPEAOHOCHbIX KOMMbIOTEPHbIX NPOrPaMm (BMPYCOB) U UHbIX COBObITUIA,
NPUBOAALLMX K BOSHUKHOBEHMUIO MHLMAEHTOB;

NAaHWPOBAHUE U NPUHATME MEP MO NPeAOoTBPALLEHMIO NOBTOPHOIO BO3HUKHOBEHMA UHLMUOEHTOB.

18.3. B xoae ynpaBneHMA KOHUrypaumen aTtecToBaHHOM MHOOPMALMOHHOM CUCTEMBbI U ee
CUCTEMBI 3aLWMTbI MHGOPMALLMM OCYLLLECTBAALOTCA:

nogaep’kaHne KoHurypauym MHGOPMaLMOHHON CUCTEMDBI U €€ CUCTEMBI 3aLnUTbl MHPOPMaLLUK
(cTpyKTypbl cuctembl 3aWwmTbl MHGOPMALMM MHPOPMALMOHHON CUCTEMBI, COCTaBa, MECT YCTAaHOBKMK U
napameTpoB HACTPOMKM CPenCTB 3almTbl MHGOPMaUUKM, NPOrPaMMHOro obecnevyeHns U TEXHUYECKMX
CPeAcTB) B COOTBETCTBMM C 3KCMAYyaTaLMOHHOM AOKYMEHTAUMeElN Ha CUCTEMY 3alumTbl MHbOPMaLMM
(nopnepkaHve 6asoBoit KOHOUIypaumm MHGOPMALMOHHOM CUCTEMbI W €€ CUCTEMbl 3alLMThI
MHbopmMaunn);

onpeaeneHne v, KOTOPbIM paspelleHbl AeNCcTBUMA MO BHECEHUIO WM3MeHeHMM B 6as3oByto
KOHUrypauunto MHGOPMaLMOHHOM CUCTEMbI U €€ CUCTEMBbI 3aLUNTbI MHbOPMaLMK;

ynpasaeHue U3MeHeHUsMU 6a30BOM KOHOUTYpaLMU MHPOPMALMOHHON CUCTEMbBI U €€ CUCTEMDI
3aWmTbl  MHGOpPMaLMM, B TOM uYMC/e oOnpegefneHne TUNOB BO3MOMHbIX WM3MeHeHUl 6a30B0M
KOHOUrypaumm MHGOPMALLMOHHOM CUCTEMBI U ee CUCTEMBbI 3alnTbl MHPOPMALMU, CAHKUMOHUPOBaHME
BHECEHMA U3MEHEeHUIM B 6a30BY0 KOHOUIYpaLMio MHPOPMALLMOHHOM CUCTEMBI U €e CUCTEMbI 3aLMUTbI
MHbOPMaLMKN, OOKYMEHTUPOBaAHME AEWUCTBUMI NO BHECEHWUIO M3MEHEeHWM B Ha3oByl0 KoHOUrypaumio
MHPOPMALNOHHOMN CUCTEMBI U €e CUCTEMBI 3aLLUTbl MHGOPMALLMK, COXPAHEHWNE AaHHbIX 06 M3MEHEHUAX
633080 KOHOUIYpaLMM MHPOPMALNMOHHON CUCTEMBI U €e CUCTEMbI 3aLLMTbl MHPOPMALUN, KOHTPONb
OENCTBUI NO BHECEHMIO M3MEHEHMI B 0a30Byl0 KOoHOUrypauumio MHOOPMALMOHHOW CUCTEMBbI M ee
CUCTEMDbI 3aLWNUTbI MHGOPMaLUK;

aHa/N3 NOTEHUMANbHOrO BO3AEWCTBMA MNAAHMPYEMbIX M3MEHEHW B 6a30BON KOHUrypaumu
MHGOPMALUMOHHON CUCTEMbI M ee CUCTEMbl 3alWuTbl WUHOOPMauuM Ha obecrneyeHne 3aLMThI
WHbOPMAUMKM,  BO3HMKHOBEHME  AOMONHMTENbHbIX  yrpo3  6He3onacHocTM  MHpopmaumm U
paboTocnocobHOCTb MHGOPMALMOHHOM CUCTEMBI;

onpeaeneHne napameTpoB HACTPOMKM MPOrpamMmmHOro obecrneyeHus, BK/OYAs MNPOrpammHoe
obecneyeHne cpeacts 3awuMTbl MHGOPMaALMKM, COCTaBa M KOHPUIypauum TEXHUYECKUX CPeacTB U
nporpammHoro obecrneyeHns A0 BHECEHUA M3MEHeEHMI B H6a3oByl0 KOHPUrypaumto MHGOPMaLMOHHOM
CUCTEMbI U €€ CUCTEMbI 3aLWUTbl MHPOPMALLUK;

BHeceHMe MHPopMaLNK (JaHHbIX) 06 M3MeHeHUaX B 6a30B0M KoHOUrypaumm MHPOPMaLMOHHONM
CUCTEMbI M ee CUCTEMbI 3alUMTbl MHPOPMALMM B IKCMIYATALMOHHYIO AOKYMEHTAUMI0O Ha cuctemy
3aWwmTbl MHPopMaLMm MHPOPMALMOHHON CUCTEMDI;

NPUHATUE pPeLleHUs MO pe3y/abTaTam YNpaBieHMA KOHOUrypauuein O MOBTOPHOM aTTecTauuu
MHGOPMALMOHHOW CUCTEMBI UM NPOBEAEHUN AOMNOJAHUTENbHbIX aTTECTALLMOHHbBIX UCMbITAHWUIA.

18.4. B xone KOHTPoAA (MOHUTOPWMHIa) 3a obecnevyeHnem ypoBHS 3aLUMLEHHOCTU MHPOpMaLMK,
copepKalencs B UHGOPMALNOHHOM CUCTEME, OCYLLECTBASAIOTCS:

KOHTPOMb 3a cobblTMAMM 6e30nacHOCTM M AEeWCTBUAMM Mo/b3oBaTeNe B MHPOPMALMOHHOM
cucteme;

KOHTPO/b (aHaNN3) 3aWMLLEHHOCTM MHPOPMALLMK, coaeprKaLenca B MHOOPMALMOHHOM CUCTEME;

aHaM3 N oOuUeHKa QYHKLUMOHUPOBAHMA CUCTEMbI 3alMTbl MHPOpMaALMM MHPOPMALNOHHOWN
CUCTEMDbI, BK/IOYAA BbIABNEHWE, aHANN3 U YCTPaHEHWe HenoCTAaTKOB B PYHKLUMOHMPOBAHUWU CUCTEMDI
3aWnUTbI MHPOPMALMUN MHGOPMALLMOHHON CUCTEMDbI;

nepuoamnyecknii aHanuM3 mMameHeHusa yrpo3 6HesonacHoct mHopmaumm B MHPOPMALMOHHOM
cUCTEME, BO3HMKAKLWMX B XOAE ee 3KCMAyaTauuu, U NpUHATME mep 3aWwuTbl MHPopmaumMm B caydae
BO3HWMKHOBEHMSA HOBbIX Yrpo3 6e3onacHoCTM MHbOPMaLUuy;



AOKYMEHTUPOBaHMWE nNpoueayp M pesynbTaToB KOHTPOAs (MOHMTOpWHra) 3a obecnedeHuem
YPOBHS 3aLMLLEHHOCTM MHGOPMALLUK, COLEPHKALLENCA B MHDOPMALIMOHHOW CUCTEME;

NPUHATUE pPeLleHWA MO pPes3y/bTaTamM KOHTPoas (MOHMTOpWHra) 3a obecneyeHMem YpPOBHSA
3alMLWEHHOCTM MHOOopmauMM o gJopaboTke (MoaepHM3auMM) CUCTEMbI 3aWMUTbl MHGOPMALMM
MHPOPMALMOHHOM CUCTEMbl, MOBTOPHOM aTTecTaumMmM MHPOPMALMOHHOW CUCTEMbI WAM MPOBEeAEHUU
AOMONHUTENbHbIX aTTECTALUMOHHBIX UCMbITAaHWUIA.

ObecneyeHue 3aujumel uHghopMmayuu Npu ebieode U3 sKcNaAyamayuu
ammecmosaHHoli UHhopMayuoHHOI cucmemsbl UAU NOcAe NPUHAMUSA
peweHus 06 okoHYaHuUuU obpabomku uHgopmayuu

19. Ob6ecneyeHne 3aWuTbl MHPOPMALMM MPU BbIBOAE W3 3IKCMAyaTauUM aTTeCTOBAHHOM
MHOOPMAUMOHHOM CUCTEMbBI UM NOCAE MPUHATUA pelleHns 06 OKOHYaHMM 06pPaboTKM MHDOpPMaLMK
OCYLLECTBNIAETCA OMEPaTOpoOM B COOTBETCTBUM C 3IKCMAyaTaLMOHHON [OOKYMEHTaUMENW Ha cuctemy
3awmTtel  MHbopmauMnm  MHOOPMALMOHHON CUCTEMbI M OpPraHM3aLMOHHO-PACNOPAAUTENBHBIMU
OOKYMeHTaMu no 3awmTte MHGOPMaLMM U B TOM YMCAE BKAKOYAET:

apxMBUpPOBaHME NHPOPMALMK, coaeprKaLenca B MHGOPMALMOHHOM CUCTEME;

YHUUTOXKEHME (CTUPaHWE) AaHHbIX M OCTaTOYHOW MHOOPMALMM C MALIMHHbIX HOCUTENel
MHbOPMALMK U (MIU) YHUUTONKEHME MALLMHHBIX HOCUTENEeN MHbOPMaLUUH.

19.1. ApxuBupoBaHMe WHPOPMaALUKN, coAeprKallencd B MHPOPMALMOHHON cUCTEME, O0/IKHO
OCYLLECTBAATLCA MPU HEOHXOAMMOCTU AasibHEMLWIEr0 WCMNO/Ib30BaHUSA WMHOOPMaUMK B AeATeNbHOCTU
onepaTopa.

19.2. YHWuTOXEHME (CTMPaHME) AaHHbIX U OCTAaTOMHOM MHGOPMALMM C MALMHHBIX HOCUTENEeN
MHbOPMALMN NPOU3BOSMUTCA MPM HEoBXOAMMOCTM MepefayyM MAWWMHHOFO HocuTena MHbopmaumu
Apyromy nosib3oBatento MHGOPMALMOHHOW CUCTEMBI UAW B CTOPOHHWE OpraHuMsaumMm AO/1A PEeMOHTa,
TEXHUYECKOro 06CNYXKUBAHMA UAN AaNbHENLLEr0 YHUUTOXKEHMA.

Mpu BbIBOAE M3 3KCMYaTaLUMM MAWMHHBIX HOcUTene MHPopMaLmMn, Ha KOTOPbIX OCYLLLECTBAANNCD
XpaHeHMe 1 o0bpaboTKa MHOpPMaLMK, ocywecTBaseTca GU3MYECKOE YHUUTOXKEHME ITUX MaLLUMHHbIX
HocuTenen nHbopmauum.

Ill. Tpe6oBaHUA K mepam 3awmTbl UHGOpMaLUKN, coaeprKalleiica
B MHGOPMALMOHHOU cUCTEME

20. OpraHu3aLMOHHbIE W TEeXHUYECKMEe Mepbl 3alunTbl WMHOOPMALMKM, peannsyemble B
MHOOPMALMOHHON CUCTEME B PaMKax ee CUCTeMbl 3aluTbl MHOOPMaLUKM, B 3aBUCMMOCTU OT Yrpo3
6e3onacHOCTM  MHbOPMAUMK,  WUCMNONb3YEMbIX WMHOOPMALMOHHBIX TEXHO/IOMMIA U CTPYKTYPHO-
bYHKUMOHANbHbIX XapaKTEPUCTUK MHOOPMALIMOHHOM cUCTeMbI JOKHbI 0becneymBaTh:

NAeHTUOMKaLMIO M ayTEHTUDMKaLMIO CYyOBEKTOB A0OCTYMNa M 06BbEKTOB [0CTYN3;

ynpasaeHue AoCTynom cybbekToB AoCTyna K 06bekTam f0CTyna;

orpaHuyeHue NPorpammHoN cpeapl;

3aLUUTY MALLUHHbIX HOcUTenen nHpopmaumm;

perncrpaumto cobblTnii 6e3onacHoCTy;

AHTUBMPYCHYIO 3aLLMTY;

obHapyKeHue (NpegoTBpaLLeHMEe) BTOPKEHNN;

KOHTPO/b (aHaNN3) 3aWMLLEHHOCTM MHPOPMALLUN;

LEeNoCTHOCTb MHGOPMALMOHHOM cucTeMbl U UHGOPMaLMK;

[OCTYNHOCTb MHPOpMALLUK;

3alnUTy cpeabl BUPTyanm3aumm;

3aLUNUTY TEXHUYECKUX CPEACTB;

3aLWNUTY MHPOPMALLMOHHOM CUCTEMbI, €€ CPEACTB, CUCTEM CBA3U U NEepeaayn AaHHbIX.

CoctaB mep 3awWmTbl MHOOPMauun u ux 6asosble Habopbl ANA COOTBETCTBYHOLUMX K/acCOB
3aLMLLLEHHOCTN MHPOPMALIMOHHBIX CUCTEM NpUBeLeHbl B NpuaoxeHun N 2 K HacToawmum TpeboBaHUAM.

20.1. Mepbl N0 MAEHTUOUKAUMM U AyTEHTUOUKALMN CYOBEKTOB AOCTyNa M OOBLEKTOB [0CTyna
OOMKHbI  obecneumBaTb npucBoeHMe cybbekTam W obbekTam AOCTyna YHUKANbHOTO MpU3HaKa



(naeHTUdMKaTOpa), cpaBHEHME NpeabABAAEMOro cybbekTom (06bekTom) AocTyna uaeHTudmKaTopa ¢
nepeyHem NPUCBOEHHbIX NOAEHTUDUKATOPOB, a TaKKe NPOBEPKY NPUHAANEKHOCTU CYObEKTY (0OBEKTY)
[0CTyna npeabABAEHHOIO UM UaeHTUOUKaTopa (noaTBEPKAEHNE NOSJANHHOCTH).

20.2. Mepbl No ynpaBAeHUIO AOCTYNOM CyObeKTOB A0CTyna K OObeKkTam A0CTyna AO0J/KHbI
obecneunBaTb ynpasieHuMe MpaBaMu W NPUBUAETUAMU CYOBEKTOB AOCTyNa, pasrpaHUYeHWe AocTyna
cyb6beKTOB A0CTyna K 06beKkTam JOCTYyNa Ha OCHOBE COBOKYMHOCTM YCTaHOB/IEHHbIX B MHPOPMALLMOHHOM
cucTeMeE NpaBwuA pasrpaHMYeHmnA A40CTYNa, A TakKe obecneynsaTb KOHTPOIb COBNIOAEHUA ITUX NPABUA.

20.3. Mepbl N0 OrpaHMYEHMIO NPOrPAMMHON cpeabl A0MKHbI 06ecneynBaTb YCTAHOBKY U (MaK)
3aMyCK TO/MIbKO Pa3pelleHHOro K MWCNo/b30BaHUIO B WHGOPMALMOHHON cUCTEME MPOrPaMMHOro
obecneyeHMs WAM WUCKAOYaTb BO3MOXKHOCTb YCTAaHOBKM U (MAKM) 3anycka 3anpelieHHoro K
NCNO1Ib30BaHWUIO B MHPOPMALMOHHOM CUCTEME NPOrPaMMHOro obecneveHus.

20.4. Mepbl Mo 3aWMTe MaLIMHHbBIX HOCUTenen MHbopmaumnmn (cpencrTsa ob6paboTkM (XxpaHeHus)
MHOOPMALMKN, CbEMHbIE MALUMHHbIE HOCUTENN WHPOPMALMKM) [OMKHBI UCKAOYATL BO3MOMKHOCTb
HECaHKLUMOHNUPOBAHHOIO AO0CTyMNa K MalUMHHbIM HOCUTENSIM M XpaHALLeica Ha HuMX MHPpopmaumu, a
TaKKe HeCaHKLMOHMPOBAHHOE UCMO/Ib30BaHME CbEMHbIX MALLUMHHbIX HOCUTeNel MHopmauuu.

20.5. Mepbl no perucTpaumm cobbiTMii H6e30nacHOCTM AONXHbI obecneynBaTb cbOp, 3anuce,
XpaHeHMe U 3aWwunTy MHPopmaunmn o cobbiTax 6e3onacHOCTU B MHPOPMALMOHHOWN CUCTEME, @ TaKXke
BO3MOHOCTb NPOCMOTPA M aHa/IM3a MHOPMALMM O TAKUX COOBITUAX M pearMpoBaHmNE Ha HUX.

20.6. Mepbl N0 aHTUBMPYCHOM 3aLMTe AOMKHbI 0b6ecneuynBaTb obHapyKeHMe B MUHPOPMALMOHHOM
cUCTEME KOMMbIOTEPHBIX NPOrpamm Mbo MHOM KOMMbloTEPHOW MHPOPMALMK, NpeaHAa3HAYEeHHON Ann
HECaHKLUMOHNPOBAHHOIO YHUUTOXeEHUA, 610KMpoBaHMA, MoandUKaLMM, KONMMPOBAHUA KOMNbIOTEPHO
MHGOPMALMM WUAN HEUTPanus3aumm CcpeacTB 3awwmTbl MHPOPMaUMM, a TaKKe pearMpoBaHMe Ha
O0OHapyKeHWE 3TUX NPOrpamm U MHbopMaLuu.

20.7. Mepbl no o0obOHapyXeHWto (NPeaoTBPALLEHUIO) BTOPXKEHUI [AONMKHbI 0becneymBaTtb
OOHapyKeHWe [eNcTBUA B  WMHPOPMAUMOHHOW CUCTEME, HaMNpPaB/ieHHbIX Ha NpeaHaMepeHHbIN
HECAHKLUMOHMPOBAHHbIA A0CTYN K MHbOpMaLUK, CreunasbHble BO3A4eNCTBUA Ha MHOOPMALMOHHYHO
cuctemy u (Mam) nHPopmaumio B Lenax ee A06bIBAHWA, YHUUTOXKEHMUA, UCKAXKEHUA U BNOKMpPOBAHUA
40CTyna K MHGOpMaLLMK, a TaKXKe pearMpoBaHue Ha 3TU AEeNCTBUA.

20.8. Mepbl NO KOHTpoA (aHanu3y) 3awMlLeHHOCTM MHbOpPMaLMM [ONXKHbl obecneymBaTb
KOHTPO/Ib YPOBHA 3aLUMLLEHHOCTU MHGOPMAUMKM, cogepKalenca B MHPOPMaLMOHHON cucteme, nyTem
NnpoBeLeHMA MePONPUATUIN NO aHANM3Y 3aALLULLEHHOCTU MHOOPMALMOHHOMN CUCTEMBI U TECTUPOBAHMUIO
€e cUcTeMbl 3aLLmTbl UHGOPMALLUWK.

20.9. Mepbl no obecneyeHunto LLeNOCTHOCTU MHOOPMALMOHHON CUCTEMbI U MHOOPMALUM AOSKHbI
obecneunBaTb  ObOHapy)KeHMe  GAKTOB  HECAHKUMOHMPOBAHHONO  HApylWeHMA  LLeIOCTHOCTU
MHOOPMALUMOHHOM CUCTEMBI W coaepyKawencs B Heln WHOOpMAUMKM, a TaKKe BO3MOMKHOCTb
BOCCTAHOB/AEHUA MHPOPMALMOHHOM CUCTEMbI U CcOoAepKaLLENca B Helt MHPopMaUuK.

20.10. Mepbl no obecneyeHUto AOCTYMHOCTM MHOOPMaLMM  AOMKHbI  obecneumBaTtb
aBTOPU30BAHHbLIN [OCTYN NO/Mb30BATENIEN, MMEKLWMX MpaBa Mo TakKoMy A[O0CTyny, K WHbopmauuu,
cogepawenca B  MHPOPMAUMOHHOM cucTeme, B  WTATHOM  pexume  YHKLMOHMPOBAHMS
MHPOPMALMOHHOM CUCTEMBI.

20.11. Mepbl NO 3aWuTe cpesbl BUPTYANM3aUMWU AONKHbI UCKAOYATb HECAHKLMOHMPOBAHHbLIN
Joctyn K uHbopmaummn, obpabaTbiBaemMoit B BUPTYyanbHOM WHOPACTPYKTYpPE, U K KOMMOHEHTam
BMPTYaNbHOM MHOPACTPYKTYPbI, @ TaKKe BO34eNcTBMe Ha MHPOPMALIMIO M KOMMOHEHTbI, B TOM YMC/E K
CcpencTBam  yNpaBAeHMA  BUPTYasbHOM  MHOPACTPYKTYPOW, MOHUTOPY  BUPTYyanbHbIX  MALUWH
(rvnepBu3opy), cucTeMe XpaHeHMs JAaHHbIX (BKAOYas CUCTEMY XpaHeHMs 06pa3oB BMPTYasbHOM
MHOPACTPYKTYpbl), CeTu nepefayuv [AaHHbIX Yepe3 3/eMeHTbl BUPTYalbHOM wauM  PU3MYecKom
MHQPACTPYKTYpbl, TOCTEBbIM OMEPALMOHHBIM CUCTEMAM, BUPTYaNbHbIM MalKMHaAM (KOHTelHepam),
cucTemMe M ceTu penivkauuu, TEPMUHANbHBIM W BUPTYasbHbIM YCTPOWCTBAM, a TaKXKe cucTeme
pe3epBHOro KOMMPOBAHWUA U CO343aBaeMbIM €10 KOMUAM.

20.12. Mepbl MO 3alMTe TEXHUYECKMX CPEACTB AOJ/IKHbl WUCKAOYATb HECAHKLMOHUPOBAHHLIN
JOCTyNn K CTaLMOHApPHbIM TeXHUYEeCKMM cpeacTBam, obpabaTtbiBalowymm uHOpMaLMIO, CpeacTBam,
obecneumBaoWUM PYHKLMOHMPOBaHME MHPOPMALMOHHOM cucTembl (fanee - cpeacTBa obecneyeHus
GYHKLMOHNPOBaHMA), U B MOMELLEHUA, B KOTOPbIX OHU MOCTOSIHHO PACMO/OMKEHbI, 3aLUTY TEXHUYECKMX



CPEeACTB OT BHELWHMX BO3LENCTBMIA, a TaK¥e 3alWuTy WHPopmauumn, npeacTaBNeHHOW B BUAe
MHPOPMATUBHBIX SNEKTPUYECKMX CUTHANOB U PU3UYECKMX NONEN.

20.13. Mepbl no 3awmte MHGOPMALMOHHOW CUCTEMbI, €e CPeacTB, CUCTEM CBA3U U Mepenayu
OaHHbIX [O0/MKHbI 0becneunBaTb 3aWMTy WMHPOPMALMKM NPU  B3aUMOAENCTBUN WHGPOPMALNOHHOWN
CUCTEMbI UIN ee OTAENbHbBIX CEFMEHTOB C MHBIMW MHPOPMALMOHHBIMU CUCTEMaMU U MHPOPMALMOHHO-
TENIEKOMMYHUKAUMOHHBIMW  CETAMM  NOCPEACTBOM MPUMEHEHMUA apXUTEKTYPbl MHPOPMaLMOHHON
CUCTEMbI, MPOEKTHbIX PELIEHUI NO ee cucTeme 3aWwmuTbl MHGOPMALMKM, HanNpaBAeHHbIX Ha obecrneveHne
3aWmTbl MHGOPMaL MK,

21. Bbibop mep 3awmTbl MHPOPMALMK ANA UX peanm3aunmn B MHPOPMALMOHHOM cucTeEME B pamKax
€e CUCTEMbI 3aLLUTbl UHOOPMALUKN BKAKOYAET:

onpeaeneHne 6asoBoro Habopa mep 3aWuTbl MHPOPMAUMKM [N YCTAHOBAEHHOFO Kjacca
3aWMLLEHHOCTM MHOOPMALMOHHON CUCTEMbI B COOTBETCTBMWM C 6a30BbIMM Habopamm Mep 3aLuTbl
nHbopmauumn, npuseaeHHbIMM B NpuaoxKeHnn N 2 K HacToawwmm TpeboBaHuam;

aganTaumio 6asoBoro Habopa Mep 3alWmTbl MHPOPMALMM MPUMEHUTENIBHO K CTPYKTYPHO-
OYHKUMOHANbHBIM XapaKTePUCTUKAM MHPOPMALMOHHOM cUCTEMbBI, UHOOPMALMOHHBIM TEXHONOTUAM,
0CO6eHHOCTAM GYHKLMOHMPOBAHNA MHPOPMALMOHHOM CUCTEMDBI (B TOM YMcae NpeaycMaTpUBaOLLYHO
UcKkAtoveHne n3 6asoBoro Habopa mep 3alWmTbl MHPOPMALUM MepP, HEMOCPEACTBEHHO CBA3AHHbLIX C
WHOOPMAUMOHHBIMW  TEXHONIOTUAMM, HE WUCNOAb3yeMbiMKU B WMHOOPMAULMOHHOM CUCTEME, WU
CTPYKTYPHO-OYHKLMOHANbHBIMW XapaKTePUCTUKaMU, HE CBOMCTBEHHbIMU MHOPMALMOHHON cUCTEME);

YTOYHEHWe aganTMpoBaHHOro 6asoBoro Habopa Mep 3aWnTbl MHPOPMALMM C YYETOM He
BblIOPaHHbIX paHee mep 3aWmTbl MHGOPMaUMKM, NPUBEAEHHbIX B NpuaoxeHun N 2 K HacToALMM
TpeboBaHMAM, B pe3ynbTaTe Yero OnpeaenalTca Mepbl 3aWmTbl MHbOpMaumu, obecneuymsarowme
610KMpoBaHUe (HelTpanms3aumio) Bcex yrpo3 6esonacHoct MHPOPMaLMU, BKAOYEHHbIX B MOAENb
yrpo3 6e3onacHocT! MHpopmaLLmu;

[ONO/IHEHUE YTOYHEHHOTO aAanTMPOBaHHOrO 6a30Boro Habopa mep 3awWmTbl MHOOPMaLUK
Mmepamu, obecneynmBaroLLMMN BbINOJIHEHWE TpeboBaHMI O 3awmTe MHPOPMaLMMK, YCTAaHOBAEHHbLIMMU
WHbIMW HOPMATMBHbIMW MPABOBbLIMM aKTaMu B 061acTK 3aWwmTbl HGOPMALUKM, B TOM Yncae B obnactu
3aLWMTbI MePCOHANbHbIX AAHHbIX.

Ona Bblbopa mep 3aWmTbl MHPOPMAUMM ANA COOTBETCTBYIOLLErO Kaacca 3alUMLLEHHOCTU
WHOOPMAUMOHHOM  CUCTEMbI  MPUMEHAIOTCA  METoAMYECKMe  OOKYMEHTbl, pa3paboTaHHble U
yTBepxaeHHble PCTIK Poccum B COOTBETCTBUM C NOoANYHKTOM 4 nyHKTa 8 MonoxkeHua o PegepanbHol
cnyxbe No TEXHUYECKOMY M 3KCMOPTHOMY KOHTPO/ILO, YTBEPXKAEHHOrO YKa3om lNpesngeHta Poccnitckol
depepaunn ot 16 asrycta 2004 r. N 1085.

22. B vHPOpMaLMOHHON cUCTEeMe COOTBETCTBYIOLLErO Kjaacca 3alMLEeHHOCTM B pPaMKax ee
CUCTEMBI 3aLLNUTbI MHPOPMALMKN AOKHbI ObiTb pPeasin3oBaHbl Mepbl 3aWmnTbl MUHGOPMALLMK, BbiIBpaHHble
B COOTBETCTBMM C MNyHKTOM 21 Hactoawmux TpeboBaHM u obecneunsatowme 6J10KMpPOBaHME
(HenTpanmsaumto) Bcex yrpos HesonacHoOCTU MHPOpPMALLUN.

Mpn 3TOM B WHOOPMAUMOHHOW cUCTEME AO/KEH OblTb, KakK MWHUMYM, peann3oBaH
a[anTUpoBaHHbI 6a30Bblit Habop Mep 3aWwuTbl MHPOPMALMKU, COOTBETCTBYIOLWLMA YCTAaHOBAEHHOMY
Knaccy 3aWmLeHHOCTU MHGOPMALLMOHHOM CUCTEMDI.

23. MpK HEBO3MOXKHOCTM peanu3aumm B MHPOPMALMOHHOM CUCTEME B PaMKax ee CUCTEMbI
3aWmMTbl MHOPMALMKM OTAENbHbIX BbIOPAHHLIX Mep 3aWwuTbl MHPOPMaLMM Ha 3Tanax aganTauuu
6a3oBoro Habopa mep 3awmTbl MIHOOPMALMM UK YTOYHEHUA afanTUpPoBaHHOro 6asoBoro Habopa mep
3aWUTbl UHGOPMaLUK MOTYT pa3pabaTtbiBaTbCA MHblE (KOMMEHCUpPYOLWME) Mepbl 3alLnTbl MHPOpMaLUK,
obecneunBaroLLme afekBaTHOe 610KMpPOBAHME (HEMTPAM3aUMIo) yrpo3 6esonacHoOCTU MHpopmaLmK.

B aTom cnyyae B xoge pa3paboTKM cucTeMbl 3amUTbl MHPOPMALUKN MHPOPMALMOHHON CUCTEMDI
OOKHO ObITb NpoBeaeHO 060CHOBaHWE NPUMEHEHMA KOMMNEHCUPYOLNX Mep 3aWwuTbl MHGOpMaL MK, a
NPV aTTeCTaLMOHHbIX UCMBITAHUAX OLeHEeHa A0CTAaTOYHOCTb M afAeKBATHOCTb AAaHHbIX KOMMEHCUPYIOLLMX
Mmep gna 610KMpoBaHUA (HelTpanmsaumm) yrpos 6esonacHoCcTU MHPopmaLLUK.

24. Mepbl 3awmTbl MHGOPMALMK BbIBUPAOTCA U peanunsyloTca B MHGOPMALMOHHON cucTeme B
pamKax ee cMCTeMbl 3aWmnTbl MHGOPMaALLMK C y4eToM yrpo3 6esonacHOCTU MHPOPMALIMKU NPUMEHUTENBHO
KO BCceM ObObeKkTam W cybbekTam [AocTyna Ha annapaTHOM, CUMCTEMHOM, MPUKAALHOM M CETEBOM
YPOBHSAX, B TOM YMC/IE B Cpeae BUPTyanusaLmm U 061a4HbIX BbIYUCIEHWIA.



25. OpraHu3aumoHHble Mepbl W cpeacTBa  3aWmTbl  MHPOPMALMKW, NPUMEHSEMblE B
MHOOPMALMOHHOWM CUCTEME, AOIKHbI 0becneymnBaThb:

B MHOOPMALMOHHbIX cucTemax 1 Knacca 3aWMLLEHHOCTM - 3aWmTy OT yrpo3 6es3onacHocTu
MHPopMaLUUK, CBA3AHHbIX C AENCTBUAMM HapyLUUTEel C BbICOKMM NOTEHLMAMIOM;

B MHOOPMALMOHHbIX CMCTEMAX 2 Kjaacca 3alMLLEHHOCTM - 3aWMTy OT yrpo3 6esonacHocTu
MHGOPMALUMM, CBA3AHHDbIX C AENCTBUAMM HapyLLUMTENEN C NOTEHLMANIOM He HUXKE yCuaeHHoro 6a3oBoro;

B MHOOPMALMOHHbIX cMCTEMAX 3 Kjacca 3alMLLEHHOCTM - 3aWmTy OT yrpo3 6e3onacHocTu
MHGOPMALUMM, CBA3AHHbIX C AENCTBUAMM HApPYLUMTENEN C NOTEHLMANOM He HUxe 6a3oBoro.

MoTeHUMan HapywuTene onpenensieTcs B XO4e OLEHKM UX BO3MOXKHOCTEN, MPOBOAMMON Mpu
onpeaeneHnn yrpos 6e€30MacHOCTM WMHPOPMALMM B COOTBETCTBUM C MNYHKTOM 14.3 HacToAMX
TpeboBaHui.

Onepatopom MOKeT OblTb MPUHATO pelleHMe O MNPUMEHEHUM B MHPOPMALMOHHOM cUCTEME
COOTBETCTBYHOLLEIO K/Aacca 3alMLLEHHOCTM Mep 3aWwuTbl MHPopmaumm, obecneumBatolmMx 3aWwmUTy OT
yrpo3s 6e3onacHOCTN MHOPMaLLMK, PEATUBYEMbBIX HAPYLLUUTENAMM C BONEE BbICOKMM MOTEHLMANIOM.

26. TexHU4YecKkMe Mepbl 3aWnUTbl MHGOPMALUK PEANN3YIOTCA NOCPEACTBOM NPUMEHEHUA CPELCTB
3aWMTbl UHPOPMALMK, B TOM YUCIE NPOTrPAaMMHbIX (MPOrpamMMHO-annapaTHbIX) CPeACcTB, B KOTOPbIX OHU
peannsoBaHbl, UMerWwmx Heobxoammsble GyHKLUMKN BesonacHocTH. Mpu aTom:

B MHPOPMALMOHHbIX cucTemax 1 Knacca 3awWMWEHHOCTM MPUMEHAIOTCA CPeAcTBa  3alumThbI
MHbOpPMaUUM He HMKe 4 Knacca, a TaK»Ke cpecTBa BbIMMCANUTENIbHON TEXHUKM He HUMXKe 5 Kacca;

B MHPOPMALMOHHbIX CUCTEMAX 2 Kjaacca 3alMLEHHOCTM MPUMEHAIOTCA CPeAcTBa 3aluuThbI
MHbOPMaUUM He HMKe 5 Knacca, a Tak»Ke CpefcTBa BbIMMCANTENIbHON TEXHUKM HE HUXKe 5 Kacca;

B MHPOPMALMOHHbIX cUCTEMax 3 Kjaacca 3alMLEHHOCTM MPUMEHAIOTCA CPeAcTBa 3alumThbl
nHbopmaumm 6 Knacca, a TakKe cpeacTBa BbIYMCANTENbHON TEXHUKM He HUMKe 5 Knacca.

B nHdopmaumoHHbIX cuctemax 1 M 2 KiaccoB 3aLLMLLEHHOCTU MPUMEHSAIOTCA CPeACTBa 3aLLUTbI
nHbopmaummM, npolwealne NPOBEPKY He HUXe 4Yem no 4 ypoBHIO KOHTPOAA OTCYyTCTBMA
HeLeKNapMPOBAHHbIX BO3MOXKHOCTEMN.

Knaccbl 3aWuTbl onpeaenatoTca B COOTBETCTBMM C HOPMATUBHbIMW NMpPaBoBbiMM akTamm PCTIK
Poccuun, nsgaHHbiMM B cOOTBETCTBMU € noanyHKTom 13.1 nyHKTa 8 MNonoxkeHunsa o GegepanbHoit caykbe
Mo TEXHUYECKOMY M 3SKCMOPTHOMY KOHTPO/O, yTBepaeHHoro Ykasom [lpesngeHTa Poccuiickoi
depepaunn ot 16 asrycta 2004 r. N 1085.

B  WMHOOPMAUMOHHbBIX  CUCTEMaAx  MNPUMEHAOTCA  CpeacTBa  3alWMTbl  MHbOpMaLUK,
cepTMdMUMpPOBaAHHbIE HA COOTBETCTBME 006s3aTe/IbHbIM TpeboBaHMAM No 6e30nacHOCTM MHbOoPMaLUK,
yctaHoBneHHbIM PCTIK Poccum, Mnnm Ha cootBeTcTBMEe TpeboBaHMAM, yKasaHHbIM B TEXHUYECKUX
ycnoBuax (3agaHuax no 6esonacHoctu). Mpu 3ToMm GyHKUMM 6E30MacHOCTU TaKMX CPencTB O0J/KHbI
obecneuynBaTb BbINOJHEHME HAacToALWMX TpeboBaHM.

27. B cnyyae o06pabotkm B MHPOPMALMOHHOW cucTeme MWHPOpPMaLMK, CoLeprKallein
nepcoHanbHble AaHHble, peannusyemble B COOTBETCTBUM C NyHKTamu 21 n 22 Hactoawmx TpeboBaHW
Mepbl 3aWnUTbl UHGOPMaLUK:

ana MHPopmaLMoHHON cuctembl 1 Knacca 3awwmuweHHoOcTM obecneumsatoT 1, 2, 3 U 4 ypoOBHM
3aWWMLLEHHOCTM NEePCOHANbHbIX AAaHHbIX <1>;

<1> YcTaHaBNMBAETCA B COOTBETCTBUM C TPebOBaHMAMM K 3aLLMUTE NEPCOHANbHbIX AAaHHbIX MPU UX
06paboTke B MHOOPMALIMOHHbIX CUCTEMAX MEPCOHANbHbIX AAHHbIX, YTBEPKAEHHbIMW NOCTAHOBAEHUEM
Mpasutenbctea Poccuiickon Pegepaunm ot 1 Hoabpsa 2012 r. N 1119.

AN MHGOPMAUMOHHON cuCTeEMbl 2 Knacca 3awWmuieHHOCTM obecneumBatoT 2, 3 U 4 ypOBHM
3aLWMLLEHHOCTU NEePCOHANbHbIX AaHHbIX <*>;

anAa MHPOpPMaALMOHHOM cucTembl 3 Knacca 3aluuuieHHOCTM obecneumBatoT 3 M 4 ypOBHM
33LMLLLEHHOCTU MEePCOHANbHbIX AAHHbIX <*>;

ab3au, uckntoyeH. - Mpukas ®CTIK Poccum ot 15.02.2017 N 27.

28. Mpwn ncnonb3oBaHMM B MUHGOPMALMOHHBIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOTUIA U
BbIABIEHNWN AOMNO/IHUTENbHbIX Yrpo3 6e30nacHoCTM MHbOPMaL MK, ANA KOTOPbIX He onpeaeneHbl mepbl
3aWwmTbl MHGOPMaLMKM, AONKHbI pa3pabaTbiBaTbCA KOMMEHCUPYHOLLME MePbl B COOTBETCTBUM C MYHKTOM
23 HacToAwmx TpeboBaHMiA.



MpunoxkeHne N 1

K TpeboBaHMAM 0O 3aWmTe MHOPMALLUN,

He COCTaB/AIOLWEN roCyAapCTBEHHYIO TallHy,
coAepKallenca B rocyaapCcTBeHHbIX
MHPOPMALMOHHBIX CUCTEMAX

ONPEAENEHUE K/TACCA 3ALLULLEHHOCTU UHOOPMALMOHHON CUCTEMbI

1. Knacc 3awmueHHocT MHbOopMaUMoHHOW cuctembl (nepBbiid Knacc (K1), BTopoi knacc (K2),
Tpetuih Knacc (K3)) onpegenserca B 3aBUCMMOCTM OT YPOBHA 3HAYMMOCTM WHbopmauumn (Y3),
obpabaTtbiBaemoit B 3TOM WHGOPMALMOHHOW cUcTEME, M MaclwTaba WMHPOPMALMOHHOM CUCTEMBI
(bepepanbHbli, perMoHanbHbIi, 06bEKTOBbIN).

Knacc 3awmuweHHocTn (K) = [ypoBeHb 3HaYMMocTu MHpopmaLmMm; macluTtab cuctembl].

2. YpoBeHb 3HAYMMOCTM WHPOpMaALMM oOnpesenseTca CTeneHbio BO3MOMKHOro yuwepba ans
obnagatena uHbopmauumn (3akasumKka) M (Uamn) onepaTtopa OT HAPYWEHMA KOHPUAEHUMANbHOCTU
(HenpaBomepHble [OCTYN, KOMWPOBaHWE, MNPeAOCTaBAEHME WM PACNPOCTPAHEHME), LENOCTHOCTM
(HenpaBoMepHbIE YHUYTOXKEHUE UAn  MoAUIULMPOBAHUE) MAM  AOCTYNHOCTM (HenpaBomepHoe
610KMpoBaHUE) MHGOPMaLUMK.

Y3 = [(KoHuAaeHUMaNnbHOCTb, cTeneHb yulepba) (LenocTHocTb, cTeneHb yuepba) (A0CTynHOCTD,
cTeneHs yuepba)l,

roe creneHb BO3MOXHOrO ywepba onpeaensetca obnagarenem MHbopmaumm (3akasvymkom) u
(1) onepaTopom camoCTOATENIbHO SKCNEPTHLIM UM UHBIMU METOAAMMU U MOXKET BbITb:

BbICOKOW, €C/M B pe3y/nbTaTe HapylleHWA OAHOro M3 CBOWCTB 6e30nacHocTM uHdopmaumm
(KoHPMAEHUMANBbHOCTHN,  LENOCTHOCTWU,  [OCTYNHOCTM) BO3MOMHbI  CYLWECTBEHHbIE  HeraTMBHbIE
nocneacTBus B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHDBIX
obnactax pgeatenbHoctM W (MaM) uHPopmauMoHHas cuctema M (Mnm) onepatop (obnagatens
MHbOPMaLMKN) HE MOTYT BbINOJIHATb BO3/I0XKEHHbIE Ha HUX QYHKUUY;

cpefHel, ecnn B pesysbTaTe HapylweHWs OAHOro M3 CBOWCTB 6e30MmacHOCTM WHbopmaumum
(KoHPMAEHLMANBHOCTH, LLENOCTHOCTU, AOCTYMHOCTM) BO3MOXKHbI YMEPEHHbIE HEFaTUBHbIE NOCNEACTBUA
B COLMANbHOWN, MOSIUTUYECKOWN, MEXAYHAapOAHON, S3KOHOMMYECKON, PUHAHCOBOM WMAMN WHbIX obnacTax
aeatenbHocTU U (Man) nHbopmaunoHHas cuctema u (nam) onepatop (obnapatens MHPopmaumm) He
MOTYT BbINONHATL XOTA 6bl O4HY M3 BO3/IOXKEHHbIX Ha HUX GYHKLMNA;

HU3KOMN, ecnn B pesynbTaTe HAPyWeHUs OAHOro M3 CcBOMCTB 6esonmacHocTM WH$opmaumm
(KoHPMAEHUMANBbHOCTHN, LENOCTHOCTU, AOCTYNHOCTM) BO3MOXHbI HE3HAuYUTeNIbHble HeraTuBHbIe
nocneacTBMs B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKOMN, GMHAHCOBOM UM UHDIX
obnactax gaeAtenbHocTM W (Man) wHPopmaumMoHHas cuctema U (Mnu) onepatop (obnagatens
MHPOPMaLMKN) MOTYT BbIMONHATb BO3/IOXKEHHbIE Ha HUX QYHKUMWU C HEAOCTaTOYHOW 3¢hPEKTUBHOCTLIO
UAN BbINONHEHME QYHKLMIN BO3MOXKHO TOJIbKO C MPUBIEYEHNEM AONOJHUTENbHBIX CUA U CPEACTB.

NHbopMaums MMeeT BbICOKMI ypoBeHb 3HauMmocTtu (Y3 1), ecamn xota 6bl 418 0OAHOTO U3 CBOMCTB
6e3onacHoCcTM MHGopmaLmm (KOHOUAEHUMANBHOCTHU, LLeNIOCTHOCTH, AOCTYNHOCTH) onpeaeneHa BbiCOKas
cTeneHb ywepba. MHbopmauusa nmeeTt cpeaHuin ypoBeHb 3HaUMmocTu (Y3 2), ecam xota 6bl Ans o4HOro
u3 cBoKcTB 6esonacHocTM uMHbOpMaAUMM  (KOHOMAEHUMANBbHOCTM, LEeNOCTHOCTM, AOCTYMNHOCTM)
onpeaeneHa cpefHAA cteneHb ywepba U HET HU OAHOIO CBOMCTBA, A1 KOTOPOro onpeaeneHa BbICOKas
cTeneHb yuiepba. MHbopmaLma MMeeT HU3KUIM ypoBeHb 3HauMmocTu (Y3 3), ecnn ana Bcex CBOWCTB
6e3onacHoCTM MHGopMaLMK (KOHOUAEHLMANBHOCTU, LLeNNOCTHOCTU, AOCTYMHOCTA) OnpeseneHbl HU3Kue
cTeneHu yuiepba.

Ab63aL, ucknroueH. - MNpurkas PCTIK Poceum o1 15.02.2017 N 27.

Mpn obpaboTke B MHPOPMALMOHHOW cucTeMe ABYX M 6onee BMAOB MHPopmaumu (cnyxebHas
TaliHa, Hanoroeas TaHa M MHble YCTAHOB/AEHHbIE 3aKOHOAAaTeNbCTBOM Poccuitickon Pepepaumn BUabl
MHOPMaLUKN OrPaHNYEHHOTO AOCTyMa) yPoBEHb 3HAUYMMOCTN MHopPMaumu (Y3) onpeaensaTtca oTaebHO



ONA Kaxaoro sMaa uHpopmauum. UTorosbin ypoBeHb 3HAYMMOCTU MHPOPMaLnKn, obpabaTbiBaemoit B
MHOOPMALMOHHOW CUCTEME, YCTaHaB/IMBAETCA MO HaWBbICWIMM 3HAYEeHUSM CTEeNeHW BO3MOXKHOrMo
yuiepba, onpeaeneHHbIM AnA  KOHOMAEHUMANbHOCTM, LENOCTHOCTU, AOCTYNHOCTU WHPopMaLmn
Kaxkgoro sMaa uHoopmauum.

3. UHdopmaumoHHas cuctema mmeeT deaepasbHbii MaclwTab, ecim oHa ¢GyHKUMOHUPYET Ha
Tepputopun Poccuitickoit Pepepauumn (B npeaenax denepanbHOro OKpyra) U MMeeT CermeHTbl B
cybbeKkTax Poccuitckoit egepaumm, MyHUUMNAIbHbIX 06pa3oBaHMAX U (MNK) OpraHU3aumsXx.

MHbopmaumoHHas cucTema MMeeT perMoHasibHbliM macwTtab, ecnn oHa GYHKUMOHWMPYET Ha
Tepputopun cybbekTa Poccuitickoli degepaumm U MMEET CEermMeHTbl B OAHOM WAW HECKO/bKUX
MYHUUMNaNbHbIX 06pa3oBaHMAX U (MAK) NOABEAOMCTBEHHbIX U MHbIX OpraHn3aLmnax.

NHbopmaumoHHas cucTtema MmeeT 06BbEKTOBLIM MacliTab, ecnm oHa GYHKLMOHUPYET Ha 06beKTax
ofHOro denepanbHOro opraHa rocygapcTBEHHOW BNacTW, opraHa rocygapCcTBEHHOM BAAcTU cybbekTa
Poccuitckolt egepaummn, MyHMUMNaAbHOro 06pasoBaHus 1 (M1n) opraHM3aumm U He UMEeT CETMEHTOB B
TEPPUTOPUANbHBIX  OpraHax, npPeacTaBuUTeENbCTBAX, ¢UAMAnax, MNOABEAOMCTBEHHbIX W MHbIX
OopraHusaumsx.

4. Knacc 3almieHHoCT MHPOPMALMOHHOM CUCTEMBI ONpeaenaeTca B COOTBETCTBUM C Tabauuen:

YpoBEHb 3HAYMMOCTH MacwTab nHGOPMaLNOHHOM CUCTEMbI
nHpopmaymm
depepanbHbIn PernoHanbHbIN O6BbEKTOBbIM
y31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3




MpunorkeHue N 2

K TpeboBaHMAM 0O 3aWmTe MHOPMALLUN,

He COCTaB/AIOLWEN roCyAapCTBEHHYIO TallHy,
coAepKallenca B rocyaapCcTBeHHbIX
MHPOPMALMOHHBIX CUCTEMAX

COCTAB
MEP 3ALLUTbI UHOOPMALIMN N NX BA3OBbIE HABOPbDI
ONA COOTBETCTBYIOLLIEITO K/IACCA 3ALLULLEHHOCTH
UH®OPMALIMOHHOM CUCTEMbI

YcnoBHoe Mepbl 3aWmTbl MHPOPMaALMK B UHPOPMALMOHHbBIX CUCTEMAX Knaccbl
0603HaveHne 3aLUMLLEHHOCTH
M HOMmep MHGOPMALNOHHOM
mepbl CUCTEMDI
3 2 1

I. UaeHTUdMKauMa 1 ayTeHTMdUKaALUMA cybbeKToB A0CTYNa 1 06bekTos aoctyna (MAD)

NMAD.1 NoeHTUOMKauMA ©  ayTeHTUPUKaumMA nonb3oBaTenewn,| + + +
ABnaoWmxca paboTHMKaMK onepaTopa

NA®.2 NoeHTUdMKaumMa n ayTeHTUPUKAUMA YCTPOMUCTB, B TOM + +
yncne CTaunoHapHbIX, MOBUABHBIX U NOPTAaTUBHbIX

NAD.3 YnpasneHne maeHTUGUKATOpPamm, B TOM YUC/e COo3aaHue, | + + +
NPUCBOEHME, YHUYTOXKEHME UAEHTUDUKATOPOB

NAD.4 YnpaBneHve cpeacTBamMu ayTeHTUOMKaALMKM, B TOM uyucie| + + +
XpaHeHue, Bblgaya, UHUUMANM3aUMA, BNOKMPOBaHUE CpeacTB
ayTeHTMOUKALMM U MPUHATME Mep B C/lydae yTpaTbl u (uau)
KOMMNpOMeTaLuMn CPeacTB ayTeHTUDUKALMM

NAD.5 3awmTa obpaTHOM CBA3M NpU BBOAE AYTEHTUPUKALMOHHOM |  + + +
nHpopmauum

NAd.6 NoeHTUOMKauMA U ayTeHTUDMKauMA nonb3oBaTenei, He| + + +
ABNAIOLLMXCA paboTHMKamu onepaTopa (BHELWHMX
nosab3oBaTenemn)

NAD.7 NpoeHTUdMKauma n ayTeHTUOMKaums obbeKkToB daitnosoi

CNCTEMDI, 3anyCKaembIX U UCNOSTHAEMbIX MOAy!'IEﬁ, 06BbEKTOB
CncTem ynpasaeHuA 6asamu AaHHDbIX, O6'bE'I-(TOB, Cco34aBaemMblX
NPUKNagHbiM U cneymaabHbiM NPOrpamMmmMmHbIM O6ECI'IG'4€HVIGM,
MHbIX 06bEKTOB AoCTyna

. YnpaBneHue AocTynom cybbeKkToB AocCTyna K o6bekTam goctyna (YNAQ)

yna.1 YnpaBneHue (3aBegeHWe, aKkTMBauus, O/O0KMpoBaHWe M| + + +
YHUUYTOXEHWNE) YYETHbIMM 3aMUCAMM NONb30BATENEN, B TOM
yncne BHeLWHMX Noib3oBaTenei

yna.2 Peanusaums HeobxoAuMbIX MeTOA0B (AMCKPEUMOHHbIN, | + + +
MaHAaTHbIA, PONEBON WAM WHOK MmeTod), TUNOB (4TeHue,




3anucb, BbIMOJIHEHME WM MHOW TUM) U MPABWUA pPasrpaHUYeHun
AocTyna

ynga.3

Ynpasnenve (PunbTpaumsa, MapwpyTUsaumsa, KOHTPOJb
coeMiHeHMWI, O4HOHAMNpPaB/AeHHAA nepejaya n UHble cnocobbl
ynpasneHua)  MHPOPMALMOHHbLIMMU NOTOKaMM  Mexay
YCTPOMACTBAMM, CErmeHTamn MHOOPMALMOHHOM CUCTEMBI, a
TaKKe MmeKay MHGOPMaLMOHHbIMU CUCTEMAMM

yna.a

PasgeneHne  nonHomouuit  (posieit)  nosib3oBaTesiel,
aAMMHUCTPATOPOB " iy, obecneynBaroLLmX
bYHKLMOHNPOBaHME NHPOPMALLMOHHOM CUCTEMDI

yna.s

HasHayeHMe  MUHMMANbHO  HeobXoAMMbIX NpaB U
NpUBWAErUiA MONb30BaTENAM, ALAMUHUCTPATOPAM W JMLAM,
obecneumBalowmm  PYHKLMOHMPOBAHME WHPOPMALMOHHOM
cucTeMmbl

yna.e

OrpaHuyeHune HeycneLwHbIX NonbITOK BX0A4a B
MHPOPMALMOHHYIO cucTeMy (ZocTyna K WMHPOPMALMOHHOM
cucteme)

yna.7

MpegynpexaeHMe nosnb3oBaTens nMNpu ero BXxoAe B
MHOOPMALMOHHYIO CUCTEMY O TOM, YTO B MHGOPMALMOHHOM
CUCTEME pPeann3oBaHbl Mepbl 3alWUTbl MHbOPMALUKN, U O
HeobxoaMMOCTH cobnoaeHus nm YCTaHOBNEHHbIX
onepaTopom npasus 06paboTkn nHbopmaLmnn

yna.s

OnoselleHMe Moab30BaTeNsA NOCAE YCMEWHOro BXxoAa B
MHPOPMALMOHHYIO CUCTEMY O €ro npeaplayllem BXode B
NHPOPMALMOHHYIO CUCTEMY

yna.o

OrpaHuyeHve yncna napasnfiefbHblX CeaHCoB AOCTyna Ans
KarKAOW y4yeTHOM 3anucu nosb3oBaTens WMHPOPMALMOHHOM
cUcTEMBI

yng.1o

BNoKMpoBaHMe ceaHca J[ocTyna B MHOOPMALMOHHYIO
cucTeMy nocse  YCTaHOB/IEHHOro BpemeHu 6e3gencTeua
(HeaKkTMBHOCTM) NONb30BATENA MAW MO €ro 3anpocy

yna.11

PaspelweHue (3anper) AencTenii nosb3oBaTtenen,
pa3pelleHHbIX A0 aeHTUGUKaLUn n ayTeHTudUKaumnm

yng.12

Mopofoeprkka M coxpaHeHWe aTpubyToB 6HesonacHocTH
(meTok 6esonacHocTM), CcBA3aHHbIX C WHPOpMauuein B
npouecce ee xpaHeHMA N 06PaboTKK

yng.13

Peanusauma 3almiLeHHOro yaaaeHHoro Aoctyna cybbekTos
Joctyna K obbektam  gocTyna  4Yepe3  BHellHUe
MHPOPMaLNOHHO-TENEKOMMYHUKALIMOHHbIE CETU

yna.14

PernameHTauMss M KOHTPO/Ib  WCMO/JIb30BAaHMA B
MHOOPMALUMOHHOM cUCTeMe TexHonorni 6HecnpoBogHOro

AocTyna

yng.1s

PernameHtauua n KOHTPO/1b MCNo/1b30BaHUA B




VIHd)OpmaLI,VIOHHOﬁ cmcteme MOBUAbHbBIX TEXHUYECKUX cpeacts

YNA.16

YnpasneHve B3aMMOAENCTBMEM C MWHPOPMALMOHHBIMMI
cuctemamm CTOPOHHMUX opraHusaumi (BHewWwHwue
MHPOPMaLMOHHbBIE CUCTEMBI)

yna.17

ObecneyeHune OOBEPEHHOM 3arpysku cpencTs
BbIYUCAUTENbHON TEXHUKM

[Il. OrpaHMyeHue nporpammHoli cpeabl (ONC)

onc.1

YnpaBneHve 3anyckom (06palieHusaMM) KOMMNOHEHTOB
nporpammHoro obecrneyeHusa, B TOM 4uCae onpeaeneHue
3anycKkaemblX KOMMOHEHTOB, HAacTPOMKa NapamMeTpoB 3amnycka
KOMMOHEHTOB, KOHTPO/Jb 33  3aMyCKOM  KOMMOHEHTOB
nporpaMmmHoro obecneyeHus

onc.2

YnpaBneHue YCTaHOBKOW (MHCTannAaumein) KOMMOHEHTOB
nporpamMmmHoro obecneyeHus, B TOM 4UC/Ie ONpeaeneHue
KOMMOHEHTOB, noAnexKalLmx YCTaHOBKE, HacTpoliKa
MapamMeTpoB  YCTAHOBKM  KOMMOHEHTOB, KOHTPO/b 33
YCTaHOBKOW KOMMOHEHTOB NporpamMmmHoro obecrneyeHus

onc.3

YcTaHOBKa  (MHCTannsAuMA) TOIbKO — paspelleHHoro K
MCMNONb30BaHMNIO MporpammHoro obecrnedyeHns U (uaum) ero
KOMMOHEHTOB

onc.4

YnpaBneHue BpemMeHHbIMK daitnamm, B TOM Yncae 3anper,
paspelleHue, nepeHanpasneHue 3anucu, yAaneHue
BpeMeHHbIX ¢paiinos

IV. 3almTa MalnHHbIX HocuTenel nHpopmaumm (3HN)

3HU.1

YyeT MalMHHbIX HocuTenei nHpopmauum

3HW.2

YnpaBneHve  [OCTYNOM K  MAWWHHBIM  HOCUTENAM
nHpopmauum

3HW.3

KoHTponb nepemelLeHus MaLUNHHBIX HocuTenen
NHPOpPMaUMK 3a Npeaenbl KOHTPOANPYEMOM 30HbI

3HWN.4

McknoueHne  BO3MOXKHOCTM  HECAHKLMOHMPOBAHHOMO
03HaKOMJ/IEHUA C CoAepKaHNeM MHOOPMALLMM, XPaHALLECA Ha
MALUUHHBIX HOCUTenax, U (Mnn) Mcnonb3oBaHWMA HOcCUTesen
MHPOPMALNK B UHBIX MHOOPMALMOHHDBIX CUCTEMAX

3HW.5

KoHTponb ucnonb3oBaHUA WHTepdeicoB BBoAa (BbiBoAa)
NMHPOPMaLMKN Ha MaLLNHHbIE HOCUTENN NHPOPMaLUK

3HN.6

KoHTponb BBOZa (BblBOAA) MHOOPMALMM Ha MaLUMHHbIE
HoCUTENIM MHPOPMaLINK

3HW.7

KoHTponb NoAKAlYeHnn MalLLUHHbIX HocuTenen
nHbopmaumnn

3HWN.8

YHWUTOKEHMe (CcTMpaHMe) MHPOPMaLMUM Ha MaWUHHbIX




HOCMTENAX MNpW UX Nepejadye MeXKAy M0Ab30BaTeNAMU, B
CTOPOHHME OpraHM3auMM AAA PEeMOHTa WAM YTUAM3aUMK, a
TaK)Ke KOHTPOJIb YHUUTOXKEHMSA (CTUPaHUS)

V. Peructpaumsa cobbitnin 6esonacHoctu (PCE)

PCB.1

OnpepeneHne cobbiTMit  6e30MacHOCTM,  MOAJIEXALLNX
perucTpaumnn, U CPOKOB MUX XpaHeHua

PCB.2

OnpepeneHne coctaBa U coaep)kaHua uHPopmaumm o
cobbITUAX 6e30MacHOCTM, NoANEKaLMX percTpaunm

PCB.3

Cbop, 3anucb M XpaHeHWe WHOOPMALMM O COBbLITUAX
6e30MacHOCTM B TeYEHMEe YCTaHOBIEHHOro BPeMeH) XpaHeHu s

PCb.4

PearmposaHve Ha cbouM npu pernctTpauum cobbiTui
6e30MacHOCTM, B TOM 4uCae annapaTtHble W MporpammHble
ownbknm, cbonm B MexaHusmax cbopa uHPopmauum w
JOCTUXKEeHMe npeaena UanN nepenonHeHus obvema (emKocTH)
namaTu

PCB.5

MOHUTOPUHT (npocmoTp, aHanus) pe3ynbTaTos
perucrpauum cobbiTnii 6e30NacHOCTN N pearMpoBaHMe Ha HUX

PCB.6

leHepupoBaHMeE BPeMEHHbIX METOK U (MNN) CUHXPOHM3ALMSA
CUCTEMHOTrO BpeMeHu B MHPOPMaLMOHHOM cucteme

PCB.7

3awmTa MHPopmaLmm o cobbiTUAX 6esonacHoCTU

PCB.8

ObecneyeHne BO3MOXKHOCTM MPOCMOTPA W  aHanu3a
UHOPMAUMN O [ENCTBUAX OTAENbHbIX M0/b30BaTesIe B
MHGOPMAUMOHHOM cUCTeMmE

VI. AHTUBMpPYCHaA 3awmTa (AB3)

AB3.1

Peannsauua aHTMBMpyCHOVI 3alUTbI

AB3.2

O6HoBneHMe 6a3bl AaHHbIX MNPWU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX MPOrpamm (BUPYCOB)

VII. O6Hapy:KeHue BTOpKEHUI (COB)

COB.1

O6Hapy»KeHne BTOPKEHN

COB.2

O6HoBNeHMe 6a3bl peLlatoLmx Npasua

VIIl. KoHTponb (aHanms) sawmieHHocTn nHdpopmaumm (AH3)

AH3.1

BbiABneHne, aHanuM3 ysa3BUMMOCTEM MHPOPMALMOHHOM
CUCTEMbI M OMEPATUMBHOE YCTPaHEHWEe BHOBb BbIABAEHHbIX
YS3BUMOCTEMN

AH3.2

KOHTpONb  yCTaHOBKM  OBHOBAEHMI  MPOrPaMMHOrO
obecneyeHus,  BK/OYas  OOHOB/JEHME  MPOrPAMMHOrO
obecneyeHna CpeacTB 3aLUTbl UHPOPMaLUK

AH3.3

KoHTponb paboTocnocobHOCTU, NapamMeTpoB HACTPOWMKK U




NPaBUIbHOCTH dYHKUMOHMPOBAHMWSA NporpaMmHoro
obecneyeHna 1 cpeacTs 3alLmTbl MHGOPMaLLMM

AH3.4 KOHTpONb cocTaBa TEXHUYECKMX CPeacTB, MPOrpammHoro +
obecneyeHna n cpeacTs 3aWmTbl MHGOPMaLMK
AH3.5 KOHTpoAb npaBua  reHepauuMm U CMeHbl naponen +

nonb3oBaTesield, 3aBeAeHMA W yaaneHusa YYeTHbIX 3anucei
nonb3oBaTesiel, peanusauuMm  NpaBu  pasrpaHUYeHus
[O0CTynom, NoJIHOMOYMIA nonb3oBaTesielt B UHPOPMALMOHHOM
cucteme

IX. ObecneyeHune LENOCTHOCTU UHHOPMALMOHHOM cucTeMbI U MHopmaLmm (OLT)

ounl

KOHTpO/Mb  LENoCTHOCTM NporpamMmMHOro  obecneveHus,
BK/lOYAA nporpammHoe obecrnevyeHne CpeacTs  3aluuThbI
nHpopmauum

+

oun.2

KOHTpO/Ib LENOCTHOCTU MHPOPMaLMK, coaep’Kallenca B
6a3ax AaHHbIX MHPOPMALMOHHOM CUCTEMBI

oun.3

ObecneyeHune BO3MOKHOCTU BOCCTaHOBNEHMWSA
nporpamMmHoro  obecnedyeHusa, BKAOYAA  NporpammHoe
obecneueHne  CcpeacTB  3awmTbl  MHGOPMAUMM,  Npu
BO3HWKHOBEHWWN HELWITATHbIX CUTYaLMiA

oun.a

O6HapyXeHMe W pearMpoBaHMe Ha MOCTyNjeHne B
MHPOPMALMOHHYIO CUCTEMY HEe3anpallMBaeMblX 3/1EKTPOHHbIX
CoObWEeHN (NMcem, AOKYMEHTOB) U UHOK MHbOpPMaUUM, He
OTHOCALMXCA K  DYHKUMOHMPOBAHUIO  MHPOPMALMOHHOM
cucTemsl (3awWmTa oT cnama)

oun.s

KoHTponb copeprkaHuna WHboOpMauun, nepesaBaemont U3
MHOOPMALMOHHOW CUCTEMbI (KOHTEMHEPHbIN, OCHOBaHHbIN Ha
CBOMCTBax 0b6beKTa AOCTyNa, U KOHTEHTHbIM, OCHOBAHHbIN Ha
MOWMCKe 3anpelileHHoM K nepegadve  MHbopMauum ¢
MCNONb30BAaHMEM CUFHATyp, MACcOK W WHbIX MEeTOoAO0B), M
UCK/IOYEHWE HEMPABOMEPHON nepesaun MuHbopmauum us
MHPOPMALNOHHOMN CUCTEMBI

ou1.6

OrpaHuyeHne npas nosib3oBaTenen no BeBoAy MHOPMaLUK
B MHOOPMALIMOHHYIO CUCTEMY

ous1.7

KOHTPOAb TOYHOCTWM, MOAHOTHI M MNPABMALHOCTU AAHHbIX,
BBOAMMbIX B UHGOPMALMOHHYIO CUCTEMY

oun.s

KOHTPO/b OWNBOYHbBIX AENCTBUIA NONb30BaTEel No BBOAY
n (nan) nepepade wHPopmauum M nNpeaynpexaeHue
nosb3oBaTtesielt 06 OWINMBOUYHbIX AENCTBUAX

X. ObecneuyeHune aoctynHoctTn nHdopmaummn (OAT)

oAT.1

Mcnonb3osaHue OTKa30yCTOl\/’I‘-WIBbIX TEXHUYECKNX CPpeacTs

oAar.2

PesepBupoBaHMe TeXHUYECKUX CpeacTs, MNPOrpammHoOro
O6€CI‘IELIEHMH, KaHa/s0B nepeaayu MHd)OpMaLl,MM, cpencrts




obecneyeHus dYHKLMOHNPOBAHUSA MHOPMaALNMOHHOM
cucTembl

oAr.3

KoHTponb 6e30TKasHOro QyHKLMOHUPOBAHUA TEXHUYECKUX
CPeAcTs, 0b6HapyKeHue " Nokanusauma OTKa308B
OYHKUMOHNPOBAHNA, MPUHATME Mep MO BOCCTaHOBAEHMIO
OTKa3aBLUMNX CPeACTB U UX TECTUPOBaHUE

oAaT.4

Mepuoanyeckoe pesepBHOe KOMMPoBaHMe NHPOPMaLMKN Ha
pe3epBHble MallNHHbIe HocuTenn nHdpopmaumm

oAr.5

ObecneyeHne BOSMOKHOCTM BOCCTAHOBAEHUA MHPOPMaLUn
C pe3epBHbIX MALWMHHbIX HocuTenel nHdopmaunm (pes3epBHbIX
KOMWiA) B TeYEHME YCTaHOB/IEHHOTO BPEMEHHOIO UHTEPBana

OAT.6

Knactepusauma uHGOPMALMOHHOW cucTembl M (Man) ee
CermeHToB

oAaT.7

KOHTPO/MIb  COCTOAHMA M KayecTBa NpefoCTaB/ieHus
YNO/IHOMOYEHHbIM  JIMUOM  BbIYUCIUTENbHLIX  PECYpPCoB
(MowHocTe), B Tom umcnie no nepegaye MHGOPMaLLUM

XI. 3awmTa cpeapl BupTyanmnsaumm (3CB)

3CB.1

NaeHTUdMKauMA M ayTeHTUIUKaUMA cybbeKToB aocTyna u
06BbEKTOB A0CTyrna B BUPTYa/IbHOM WHPPACTPYKTYpE, B TOM
ynucne aAMMHUCTPATOPOB ynpasaeHus cpeacTBamm
BMpPTYanmnsaumum

3CB.2

YnpasneHne poctynom cybbekToB AocCTyrna K ObbeKTam
[0CTyna B BUPTYasIbHOM MHPACTPYKTYPE, B TOM YMCIE BHYTPU
BUPTYaNbHbIX MALLUNH

3CB.3

Pernctpauma cobbiTuit  6e3onacHocTM B BUPTYasbHOM
MHPaCTPYKType

3CB.4

YnpasneHve (ounbTpaumsa, MaplupyTM3aLums, KOHTPOJb
COeAMHEHWs, OAHOHAMpaB/eHHas Mepejaya) MOTOKaMU
MHPopMaLnn Mexay KOMMOHEHTaMM BUPTYaibHOW
MHPPACTPYKTYpbl, @ TakXKe No NepuMeTpy BUPTYa/IbHOM

MHPPACTPYKTYpbI

3CB.5

[loBepeHHasa  3arpyska  CepBepoB  BUPTyaausaumu,
BMPTYanbHON MalwWHbl (KOHTeWHepa), CepBepoB ynpaB/eHus
BUPTyannsaumen

3CB.6

YnpasneHve nepemelleHMEM  BUPTYasbHbIX  MalUWH
(KoHTeliHepoB) M 06pabaTbiBaEMbIX HAa HUX AaHHbIX

3CB.7

KOHTPO/Ib LLeNOCTHOCTU BUPTYANbHOM MHGPACTPYKTYPbI U ee
KOHUrypauni

3CB.8

PesepBHOE KOMWpPOBaHWE AaHHbIX, pPe3epBMpOBaHME
TEXHUYECKMX  CPeAaCTs, nporpammHoro  obecneyeHun
BMPTYanbHOM WHPPACTPYKTYpPbl, a TaKXKe KaHajoB CBA3U
BHYTPU BUPTYasibHOW MHPPACTPYKTYpPbI




3CB.9

Peanuzauma u ynpaBneHne aHTUBUPYCHOM 3alWuTon B| + +
BUPTYa/IbHOM MHPACTPYKTYpe

3CB.10

PasbueHne BUPTyasbHOW MHPPACTPYKTYPbl Ha CErMeHTbl| + +
(cermeHTMpoBaHWE  BUPTyasibHOM  WMHQPACTPYKTYpbl)  Ans
06paboTKN MHPOPMALIUN OTAENbHbIM MOJb30BaTenem u (Unu)
rpynnoi nonb3osBatenemu

XIl. 3awmTa TexHmuyeckunx cpeacts (3TC)

3TC.1

3awmta mMHPopmaumm, 0b6pabaTbiBAEMOM TEXHUYECKMMMU
CPeAcCTBamM, OT ee YTeUYKM MO TEXHUYECKUM KaHanam

3TC.2

OpraHunsaumsa KOHTPOIMPYeMO 30HbI, B Npeaenax Kotopoi |  + +
MOCTOAHHO  pPa3MeLLaloTCs  CTaUMOHapHble  TeXHU4Yeckue
cpeactsa, obpabatbiBatowme WHbOpMaUUIO, WU CpeacTBa
3aWmMThl MHbOPMALMK, a TakKe cpeactBa obecneyeHus
dYHKUMOHUPOBaAHUA

3TC.3

KoHTponb M ynpasneHve ©GUBMYECKMM  AOCTYNOM K| + +
TEXHUYECKMM CpeacTBaM, CPeAcTBam 3aluTbl MHoOpmMaLuu,
cpeactBam obecneyeHMsa QYHKUMOHMPOBAHMA, a TaKkKe B
NOMELLEHUA U COOPY)KEHMUA, B KOTOPbIX OHU YCTaHOB/IEHbI,
MCK/IloYatoLlMe HeCaHKUMOHMPOBAHHbIN GU3NYECKMI A0CTyn K
cpeactBam 06paboTkM  MHGOpMauMM, CPeACTBamM  3alLMTbI
MHpopmaumn u cpeactsam obecneveHma GYHKLMOHUPOBAHMA
MHPOPMALMOHHOM CUCTEMBI U MOMELLEHUA U COOPYNKEHUSA, B
KOTOPbIX OHW YCTaHOBAEHbI

3TC.4

PasmelieHue YCTPOWCTB BbIBO/a (oToBparkeHua) | + +
MHPopMaUUM, UCKAOYalOLLEE ee HEeCAaHKUMOHMPOBAHHbLIN
npocmoTp

3TC.5

3almMTa OT  BHEWHWX  BO3AEWCTBMI  (BO34enCTBUMIA
OKpy:Katowen cpeabl, HecTabuabHOCTU 3NEKTPOCHAbXKeHus,
KOHAMLMOHUPOBAHMSA U MHbIX BHELWHNX HaKTOPOB)

Xl 3awumTa

MHGOPMaLMOHHOW CUCTEMDI, €€ CPEACTB, CUCTEM CBA3M U Nepeaayn AaHHbIX (3

nC)

3nC.1

PaspeneHne B MHPOPMaLMOHHON cucteme GYHKLMA MO +
ynpaBneHuio  (aAMMHUCTPUPOBAHUIO) MHGOPMALMOHHOM
CUCTEMOM, ynpaBaeHUo (agMUHUCTPUPOBAHMIO) CUCTEMOW
3awWwmTbl MHPopMaLummn, GyHKLMIA No 06paboTKe MHGOpMaLUM U
WHbIX QYHKLMI MHPOPMALNMOHHOM CUCTEMBI

3M1C.2

MpegoTBpalLeHme 3a4ePrKKM nnm npepbiBaHMA
BbIMNO/IHEHNA NPOLECCOB C BbICOKMM NPUOPUTETOM CO CTOPOHbI
NPOLECCOB C HU3KUM NPUOPUTETOM

3UC.3

ObecneyeHne 3awmuTbl MHPOPMaAUMKM  OT  packpbiTMAa, | + +
MmoandurKaumMm 1 HaeasblBaHMA (BBOAA NOXKHOM MHOPMaLUK)
npu ee nepegaye (NOArOTOBKE K Nepegaye) No KaHanam cBA3Mm,
MMEIOLMM BbIXOZ, 33 Npeaesibl KOHTPOMPYEMOI 30HbI, B TOM
yncne 6ecnpoBOAHbIM KaHasaM CBA3U




3nc.4

ObecneyeHne [OBEpPEHHbIX KaHana, MappyTa Mexay
afAMMHUCTPATOPOM, NOJIb30BAaTENIEM M CPeACcTBaMM 3alLuUTbl
nHpopmauun (dyHKLuMAMKM 6e30MacHOCTM CPeacTB 3alumTbl
MHbopmaunn)

3UNC.5

3anpeT HeCcaHKUMOHMPOBAHHOW YyAaseHHOMW aKTuBaLuu
BMAEOKaMEpP, MUKPODOHOB U UHbIX NepudepuiiHbIX YCTPONCTB,
KOTOpble MOFyT aKTMBMPOBATLCA YAANEHHO, M OMNOBELLEHUE
nosibsoBatenen 06 akTUBALLMM TAaKUX YCTPOICTB

31C.6

Mepepaya UM KOHTPO/Ab  LENOCTHOCTM  aTpubyTos
b6esonacHoctM  (MeToK  6e3onacHoOCTM),  CBA3AHHbIX C
nHbopmaumenn, npu obmeHe uHPOpmaUMen C  WMHbIMMK
MHGOPMALMOHHBIMW CUCTEMAMU

3nC.7

KoHTponb CaHKLUMOHUPOBAHHOIO 7 UCKNtOYEHMEe
HECaHKUMOHMPOBAHHOIO NCNoNb30BaHMUA TEXHO0MNM
MOOUNBHOIO KOAa, B TOM 4MC/ie perucTpauua cobbituid,
CBA3aHHbIX C MCMO/Ib30BAHNEM TEXHOIOTMN MOBUNBHOFO KOAa,
MX aHanM3 M pearnpoBaHWE HA HapyleHWs, CBA3aHHble C
NCNo/Ib30BaHMEM TEXHOIOTMIN MOBUIbHOIO Koaa

31C.8

KoHTponb CaHKLUMOHWPOBAHHOIO " UCKNtoUYeHMe
HeCaHKLMOHNPOBAHHOro NCMo/b30BaHMA TeXHO/0rMMn
nepegayn pedyu, B TOM uuCne pernuctpauusa cobbiTui,
CBA3aHHbIX C UCNO/Ib30BaHMEM TEXHOIOTMI Nepeaayn pedn, ux
aHaAM3 W pearMpoBaHWe Ha HapylleHWA, CBA3aHHble C
NCMOo/Ib30BaHMEM TEXHO/IOMMIA Nepeaayun peumu

3M1C.9

KoHTponb CaHKUMOHMPOBAHHOM " UCKNtoYEeHME
HEeCaHKLMOHNPOBaHHOM Nepeaayn BuaeonHGopmaumm, B TOM
yncne pernctpaumsa cobbiTM, CBA3aHHbLIX C Nepeaaveit
BMAEOMHbOPMALMM, MX aHaAM3 U pearnpoBaHMe Ha
HapyLleHus, CBA3aHHbIE C Nepegayel BUAEOMHPOPMaL MM

31C.10

MoaTeepXxaeHne NPOUCXOXKAEHNA NCTOYHMKaA
MHbOPMaLMK, MONYYaeMON B NpoLIECCE ONpeaesieHnsA CeTeBbIX
afpecoB Mo CETEBbIM MMEHaM WKW OnpenefieHus CeTeBbIX
MMEH MO CEeTEBbIM agpecam

31C.11

ObecneyeHune NoAMHHOCTU CETEBbIX COeAUHEHMI (CeaHCoB
B3aMMOZENCTBMA), B TOM 4ucne AAA 3aWwmTbl OT MNOAMEHbI
CeTeBbIX YCTPOMICTB U CEPBUCOB

3n1C.12

WCKNoYeHNEe BO3MOMKHOCTM OTpPULAHMA MNOAb30BaTesIeM
daKTa oTnpaBKkM MHOOPMALMM APYrOMY NONb30BaATENIO

31C.13

UCKloueHne BO3MOMKHOCTU OTPULAHMA TMOJib30BaTe/IEM
¢$aKTa nonyyeHMs MHPOpPMaLUK OT APYroro Nob3oBaTeNs

3nC.14

Mcnonb3oBaHWe YCTPOWMCTB TepMMHaAbHOTO AOCTyna Ans
06paboTKn MHPopMaLmn

3U1C.15

3awmTa apxuBHbIX $alinoB, MNapamMeTpPoB HACTPOMKM
CPeACTB 3aLMTbl MHPOPMaLMKM U NPOrPaMMHOro obecneyeHus




M WHbIX OAHHbIX, He MoA/feXalmnx U3MEHEHUIO B npouecce
06paboTkn nHdbopmaumu

3M1C.16

BbisBneHue, aHanns n 6i1oknposaHme B MHGOPMALMOHHOM
CUCTEME CKPbITbIX KaHanoB nepegavyn nHbopmaunm B obxon,
peann3oBaHHbIX Mep 3aluTbl MHPOPMALUMU WKW  BHYTPU
pa3pelleHHbIX CEeTEBbIX MPOTOKO/I0B

3nC.17

PasbueHne WHOOPMAUMOHHOM CUCTEMbI Ha CErMeHTbI
(cermeHTUpOBaHMe MHGOPMaALMOHHOM cucTembl) n
obecneyeHune 3aLWMThI nepuMeTpoB CermeHTOB
MHGOPMALNOHHOWM CUCTEMBI

31C.18

ObecneyeHne 3arpyskm W MWCMNONHEHUSA MPOrpammHOro
obecneyeHMs C MaWWHHBIX HOcCUTeNnel  UHbopMaLuu,
OOCTYMNHbIX TO/MIbKO AN YTEHWUA, U KOHTPONb LLeNOCTHOCTU
JaHHOro nporpammHoro obecneyeHums

31C.19

M3onaums  npoueccoB  (BbIMOJSIHEHWME  nNporpamm) B
BblAe/IeHHOW 061aCTN NaMATH

31C.20

3awmta 6ecnpoBOAHbIX COEAMHEHWHN, MNPUMEHAEMbIX B
MHGOPMAUMOHHOM cUCTeMmE

31C.21

UckntoveHne poctyna nosb3oBaTens K MHopmauumu,
BO3HMKLIENM B  pe3ynbTate  AEWCTBUM  npeablayliero
Nno/fib3oBaTesIn  Yepes peecTpbl, OMNEpPaTUBHYD  MNaMATb,
BHELHME 3anoOMMHaloLWME YCTPOWUCTBA U MHble obwue ans
nosib3oBaTtesielt pecypcbl UHPOPMALMOHHON CUCTEMDI

3n1C.22

3awuTa MHPOPMALMOHHOM cUCTeEMbI oT yrpos
6e3onacHOCTM UWHPOPMAUMM, HaMpPaB/iEHHbIX Ha OTKas B
06cnyKMBaHUN MHPOPMALIMOHHOM CUCTEMBI

3U1C.23

3awuTta nepumeTpa (pusmyecknx w (MAM) NOrMYECKUX
rpaHnL) MHGOPMALMOHHOW CUCTEMbI NPU ee B3auMoaencTBum
C UHbIMU MHPOPMALMOHHBIMU CUCTEMAMM U MHPOPMALMOHHO-
TeNIeKOMMYHMKALUOHHbIMU CETAMM

3U1C.24

MpeKpalieHe ceTeBbIX COEAMHEHMA MO WX 3aBepLIeHUM
MAM NO MUCTEYEeHMM 3a[aHHOMO OMNepaTopoM BPEMEHHOro
MHTEpBa/ia HEaKTMBHOCTU CETEBOrO COeANHEHNA

3N1C.25

Ucnonb3oBaHne B WMHGOPMALMOHHOM cCUCTEME WM ee
CermMeHTax pPas3/InvyHbIX TUNOB OGLLI,GCVICTGMHOFO, npuKNagHoro
M cneuManbHoro nporpammHoro obecnedeHus (cosgaHue
reTeporeHHol cpeapl)

3NC.26

Mcnonb3oBaHue npuKnagHoro n cneumanbHoOro
nporpammHoOro o6ecnequvm, MMeLWnX BO3MOXHOCTb
d)yHKLI,MOHMpOBaHMH B Cpeaax pasqinyHbliX onepaunoHHbIX
cncrem

3UC.27

CosgaHue (amynaums) NosKHbIX MHGOPMALIMOHHBIX CUCTEM
AN UX KOMMOHEHTOB, NpeAHa3HauYeHHbIX AN obHapy»KeHus,




pernucTpauum u aHanusa AencTBUIA HapywuTenein B npouecce
peanusaumn yrpo3s 6e3onacHocT1 MHbopmaLmm

3U1C.28

BocnpousBeaeHne NOXHbIX M (MAKN) CKPbITUE WCTUHHBIX
OTAENbHbIX  MHOOPMALMOHHLIX  TexHosormii  un  (naun)
CTPYKTYPHO-PYHKLMOHANbHbIX XapaKTePUCTUK
MHGOPMALNOHHOM cUCTEMBI nnu ee CEerMeHTOB,
obecneunBatollee HaBA3bIBaHWE  HAPYLIWUTENIO  JIOXKHOTO
npeactasaeHna 06 UCTUHHBIX MHPOPMALMOHHbBIX TEXHONOTUAX
n  (MAn)  CTPYKTYPHO-PYHKLMOHANBHBIX  XapaKTepUCTUKAX
MHPOPMALNOHHOMN CUCTEMDI

31C.29

MepeBos WMHPOPMALMOHHOW CUCTEMBI UAU €e YCTPOWCTB
(KomnoHeHTOB) B 3apaHee onpeaeneHHy0 KOHOUrypauuto,
obecneunBamowWyo  3aWnUTy  MHOpMaumKM, B CAyvae
BO3HWMKHOBEHMM OTKasoB (cboeB) B cucTeme 3alUUTbI
nHbopmauum MHGOPMALMOHHOM CUCTEMBI

31C.30

3awmnTa MOBUABbHBIX TEXHUYECKUX CPEACTB, MPUMEHAEMbIX B
MHPOPMALMOHHOM cucTEME

"+" - mepa 3aWwmTbl MHPOPMaLMK BKAIOYEHE B 6a30BbIN HAOOP Mep A1 COOTBETCTBYIOLLLErO Kaacca

3alNLLEHHOCTN MHPOPMALMOHHOM CUCTEMDbI.

Mepbl 3awmTbl MHGOPMaUMKU, He 06O03HAYeHHble 3HAKoM "+", MPUMeHAITCA NpPW aganTaumm
6a30B0oro Habopa mep 1 yToOYHEHUN aganTUPoBaHHOro 6a3oBoro Habopa mep, a TakKe Npu paspaboTke
KOMMEHCUPYIOLWMX Mep 3almTbl MHGOPMaLMK B MHGOPMALMOHHOM CUCTEME COOTBETCTBYHOLLErO Kaacca

3aLMLLEHHOCTH.




